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Proof scores can be regarded as outlines of the formal verification of system properties. They have been historically used by the OBJ
family of specification languages. The main advantage of proof scores is that they follow the same syntax as the specification language
they are used in, so specifiers can easily adopt them and use as many features as the particular language provides. In this way, proof
scores have been successfully used to prove properties of a large number of systems and protocols. However, proof scores also present
a number of disadvantages that prevented a large audience from adopting them as proving mechanism.

In this paper we present the theoretical foundations of proof scores; the different systems where they have been adopted and their
latest developments; the classes of systems successfully verified using proof scores, including the main techniques used for it; the main
reasons why they have not been widely adopted; and finally we discuss some directions of future work that might solve the problems

discussed previously.
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1 INTRODUCTION

Proof scores [51] were originally proposed in the 90’s as a promising technique for proving properties of systems using
term rewriting. The development of algebraic specification languages executable by rewriting, and in particular of the
OB]J family of programming languages, allowed specifiers to put this methodology into practice, revealing proof scores
as a powerful alternative to standard theorem proving approaches.

The key feature of proof scores is its complete integration into the specification process: proof scores use the same

syntax and evaluation mechanism as the specification language, hence easing the verification process. This smooth
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integration of the specification methodology into the verification process has allowed practitioners to analyze several
systems and protocols over the last decades. However, there are some weak points since the efforts were directed to the
development of new features for the specification languages executable by rewriting assuming that proof scores would
benefit from these new features (as it happens), but leaving the verification burden such as checking that it follows
“sound rules,” to the users.

Taking these ideas into account, and despite their good properties, the use of proof scores has been mostly limited to
academic environments, without reaching a wide audience, in particular software development companies. Although
this lack of industrial applications is not limited to proof scores, it is worth analyzing the reasons why this happens and
how it could be solved.

In this paper we discuss the past, present, and future of proof scores. In particular, for the past we describe their
history, as well as most of the systems and protocols that have been specified and verified thus far, which can be used as
a bibliography by topic. For the present, we give an updated reference guide to work with them, discuss their theoretical
basis, and explain in detail a protocol that illustrates some directions to consider in the future. In turn, we analyze past
and present to understand the problems and challenges when using proof scores and suggesting the most promising
lines of future work.

The rest of the paper is organized as follows: Section 2 briefly introduces the history of proof scores. Section 3
presents the theoretical ideas of proof scores, while Section 4 introduces structured specifications and their application
to proof scores. Section 5 lists the tools supporting proof scores, discussing their different features. Section 6 presents
proof scores in practice, illustrating how to use proof scores using a running example. Moreover, it also describes
complementary verification techniques that complement proof scores and ease its use. Section 7 presents the related
work and its relation with proof scores. Finally, Section 8 concludes and details lines of ongoing and future work.
Supplemental material for this paper discussing the open issues and challenges proof scores face in the future and
possible ways to deal with them, together with a summary of protocols successfully analyzed using proof scores,
giving particular examples of each category, is described in [118]. The examples shown in the survey are available at

https://github.com/ariesco/proof-scores-survey

2 HISTORY IN A NUTSHELL

The terminology “Proof Score” was coined by Joseph A. Goguen [62], one of the first researchers to apply Category
Theory (CT) to Computer Science (CS) and one of the pioneers in the field of Algebraic Specification. His PhD work [60]
is on categories of Fuzzy sets called Goguen Categories [136]. As another application of CT to CS, Goguen, together
with Burstall, invented the Theory of Institutions [66], which was born as the theoretical foundation of parameterized
programming [61] and then came to be used as a framework to formalize logics. Goguen and Burstall designed
Clear [20], a specification language, based on the Theory of Institutions. Although Clear was not implemented, Goguen,
together with Futatsugi, Jouannaud, and Meseguer, designed and implemented OBJ2 [52], an algebraic specification
language, which was followed by OBJ3 [70]. OBJ3 is one of the earliest computer languages that made it possible to do
parametrized programming. One key concept of Clear and OBJ3 to support parametrized programming is pushout-based
parametrized modules, which take modules as their parameters. Clear and OBJ3 have influenced module systems in
some programming languages, such as Ada, Standard ML, and C++ [64]. Standard ML modules [97] were based on
prototype designs of modules for Hope [21], a functional programming language, which were influenced by Clear.

Among the other earliest computer languages that supported parameterized programming are ACT ONE [42] and
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HISP [53]. OBJ3 was succeeded by CafeOBJ' [35] and Maude? [26]. Thus, CafeOBJ and Maude are sibling languages.
OBJ3 was implemented in Common Lisp and so was CafeOBJ, while Maude was implemented in C++. In contrast to
OBJ3 and Maude, which have one implementation, CafeOB] has two implementations. The second implementation [117]
of CafeOB], called CafeInMaude, was conducted in Maude, which can be used as logical framework as well.

Goguen [62] describes proof scores as follows:

The basic idea is to transform theorem proving problems into proof scores, which consist of declarations
and rewritings such that if everything evaluates as desired, then the problem is solved. This approach is
neither fully automatic nor fully manual, but rather calls for machines to do the most routine tasks, such
as substitution, simplification and reduction, and for humans to do the most interesting tasks, such as
deciding proof strategies. Moreover, partially successful proofs often return information that suggests

what to try next, ...

Goguen and his colleagues initially used proof scores to tackle theorem proving problems about data structures, such as
natural numbers. There was criticism about algebraic specification techniques, which are based on elegant theories
but do not have any practical applications. Eric G. Wagner mentions such criticism in his article [135] about algebraic
specifications. Wagner was a member of the ADJ group [63, 135] and so was Goguen. The criticism has been addressed
by introducing hidden algebra and observational specifications [36, 68] and the work of Futatsugi, Ogata, and others,
who have demonstrated that proof scores could be used to tackle theorem proving problems about a wide range of
systems, among which are authentication protocols and electronic commerce protocols (see Section [118] for details).
There was criticism specific to proof scores as well. This is because humans are supposed to do the most interesting
tasks, such as deciding proof strategies. Thus, proof scores are subject to human errors. This criticism has been addressed
by developing proof assistants, such as the Inductive Theorem Prover (ITP) [28] and the Constructor-based Inductive
Theorem Prover (or CITP) [54, 56]. Following the development of CITP, a proof assistant was developed inside CafeOBJ
and the CafeInMade Proof Assistant (CiMPA) [115] was developed for CafeInMaude. ITP, CITP, the CafeOBJ proof
assistant, and CiMPA can prevent human errors but may dilute the merits of proof scores, although those proof assistants
generate proof scores inside. To address the issue, Riesco and Ogata developed an automatic proof script generator for
CiMPA from manually written proof scripts in CafeOB], called the CafeInMaude Proof Generator (CiMPG) [115].

3 THEORETICAL FOUNDATIONS

In this section we discuss the fundamental theoretical concepts required to understand how the proof score approach
works. The discussion is limited to basic order-sorted specifications even though both Maude and CafeOB]J (see Section 5)

are based on more advanced logical semantics which support, for example, rewriting or behavioural specifications.

Signatures. We introduce order-sorted signatures, which describe the relations between sorts and how terms are

built. The main ideas underlying these signatures are inheritance and polymorphism.

Definition 3.1 (Order-sorted signatures [69]). A many-sorted signature is a pair (S, F) where S is a set of sorts and
F={oc:w—>s|we S*ands € S} is a set of function symbols. For each function symbol ¢ : w — s in F, we say that
o is its name, w is its arity, and s is its co-arity. Notice that F can be regarded as an (S* X S)-sorted set {Fy,s} (w,5)e5*xS>
where Fy,s = {0 | 0 : w — s € F}. An order-sorted signature is a triple (S, <, F) such that (S, F) is a many-sorted

signature, and (S, <) is a partially ordered set.

Uhttps://cafeobj.org/
http://maude.cs.illinois.edu/w/index.php/The_Maude_System
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A function symbol o € Fj ; with the empty arity A is called a constant. The set S/=_ of connected components of
(S, <) is the quotient of S under the equivalence relation =< generated by <. The equivalence relation =< is canonically

extended to strings over S. The set of ground terms 75, over a signature ¥ = (S, <, F) is defined as follows:

t €Ty,

. HeTss .--th €Ty
ifc:—>seF 2) 51 n Sn T
2,s

ce 7%,3 O'(tl,~-~,tn) € 73‘,,3

1)

ifo:s;...spn >s€F 3) ifsp <s

We denote by 75 (X) the set of terms with variables from X.

Definition 3.2 (Regularity). A signature X = (S, <, F) is regular iff for any function symbol ¢ : w — s € F and any

string of sorts wy € S* such that wy < w, the set {(w’,s’) € S* xS | wp < w’ and 0 : w’ — s’ € F} has a least element.
By regularity each term has a least sort. In practice, we work only with regular signatures.

Example 3.3 (Natural numbers). Let Zyat be the following signature of natural numbers:

(1) The set of sorts is { Nat, NzNat} such that NzNat < Nat.
(2) The set of function symbols is F = {0 : — Nat,s_ : Nat — NzNat, _+_ : Nat Nat — Nat}.

s =T —

Clearly, the signature of Example 3.3 is regular.
Models. The models consist of order-sorted algebras which give the denotational semantics of specifications.

Definition 3.4 (Order-sorted algebras [69]). Let X = (S, <, F) be an order-sorted signature.
An order-sorted algebra A over ¥ consists of an (S, F)-algebra, that is,

e an S-sorted set {As}ses, and
e a function Ay : Ay — As for each function symbol o : w — s € F, where A,, = As, X - -+ X A, whenever

w =s$1...5p and A,, is a singleton whenever w is the empty string,
satisfying the following properties:

e A; C Ay whenever s < s’, and
e forallo : wg — sy € Fand 0 : wp — s3 € F such that w; =< wp, the functions Ay : Ay — A and

Ag : Ay, — As, return the same value for the same arguments (in Ay, N Asy,).

An order-sorted homomorphism h : A — B is a many-sorted homomorphism such that hs(a) = hy (a) for all sorts
s,s’ € Swith s =< s’ and all elements a € A; N Ay . We denote by Mod(Z) the category whose objects are order-sorted

>-algebras and arrows are order-sorted X-hommorphisms.

The order-sorted algebra of natural numbers N over NAT interprets Nat as the set of all natural numbers, NzNat as
the set of all positive natural numbers, and 0 as zero, s_ as the successor function, and _+_ as the addition.

Clearly, 75, can be organized as an order-sorted algebra, interpreting each function symbol o :s1...s, > s € Fasa
function 75 : 75, X 75, — 75 defined by 75(t1,...,tn) = o(t1,...,ty) foralli € {1,...,n} and t; € Ts,. Similarly, for

any set of variables X for 3, the set of terms with variables 75 (X) can be organized as a X-algebra.

Sentences. The sentences consist of universally quantified conditional equations which make the specifications

executable by rewriting.

Definition 3.5 (Conditional equations). The sentences over a signature ¥ = (S, <, F) are (conditional) equations of the

form VX -ty = tjif t; = t] A... Aty = tp, where n € N, X is a finite set of variables for 3, and ¢; and t{ are terms with
Manuscript submitted to ACM
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variables from X such that the sorts of t; and ¢] are in the same connected component. We denote by Sen(X) the set of

>-sentences.
If n = 0 then the sentence is an equation Vty = (.

Example 3.6 (Addition). Some examples of sentences over the signature Zya7 are the equations which inductively

define the addition of natural numbers, ExaT = {Vx : Nat-0+x =x, Vx,y : Nat-sy+x =s(x+y)}.

Satisfaction relation. The satisfaction of a sentence by an order-sorted algebra is the usual Tarskian satisfaction
based on the interpretation of terms. More concretely, given a signature 3, an order-sorted X-algebra A satisfies a X-
sentence VX - to = t] if t1 = t] A... Aty = t,, insymbols, A |z VX - tg =ty if t1 = t] A... Aty = ty,, iff for all evaluations
f: X — A we have f*(ty) = f#(t(’)) whenever f*(t;) = f#(ti’) forall i € {1,...,n}, where f* : 75(X) — A is the
unique homomorphism extending the valuation f : X — A. The satisfaction relation is straightforwardly generalized
to sets of sentences: A |5 E iff A [=5 e for all e € E. We say that a set of sentences E satisfies a set of sentences E’, in
symbols, E 5. E', iff A [=5 E implies A |=5 E, for all Z-algebras A. Notice that the algebra of natural numbers N with
addition defined above satisfies both equations from Example 3.6, since 0+n = nfor alln € Nand Ny m+n = Ny(m+n)

for all natural numbers m,n € N.

Signature morphisms. A very important topic in algebraic specifications, in particular, and in computer science, in

general, is modularization. One crucial concept for modularization is the notion of signature morphism.

Definition 3.7. A signature morphism y: (S, <, F) — (8, </, F’) is a many-sorted algebraic signature morphisms
@: (S, F) — (8, F’) such that the function y: (S, <) — (8’, <’) is monotonic and y preserves the subsort polymorphism,

that is, y maps each function symbols with the same name o : w; — s; and o : wy — s and such that w; =< w; to

’

some function symbols ¢’ : w; — 5] and ¢’ : w}

4 - sé that have the same name.

In Definition 3.7, since y: (S, <) — (§’, <’) is monotonic, wi =< wy implies y(w1) =</ y(ws). In practice, most of

signature morphisms used are inclusions, which obviously preserves the subsort polymorphism.

Example 3.8. Let X1r1v be the signature which consists of one sort Elt, and y : ¥trry — 2naT be the signature

morphism which renames Elt to Nat.

Example 3.9. Let Sna7L be the signature of lists of natural numbers which extends the signature of natural numbers
2NAT with the sorts {NeList, List} such that Nat < NeList < List, and the following function symbols.
o empty : — List e _;_: NeList List — NeList e tail : NeList — List
e _;_: List List — List e _;_: List NeList — NeList e head : NeList — Nat

—y = —y—

The inclusion 1 : Iyat < ZnaTL is another example of signature morphism.

Any signature morphism y : ¥ — 3’ can be extended to a function y : Sen(Z) — Sen(Z’) which translates the
sentences over ¥ along y in a symbolwise manner. On the other hand, for any signature morphism y : £ — 3’, there
exists a reduct functor ', _: Mod(X’) — Mod(X) defined by:

e Forall A" € [Mod(2')[, (A" Ty)x = A’ I, (x), Where x is any sort or function symbol from 3.

e Forallh' : A" — B’ € Mod(X'), (h' Ty)s =h where s is any sort from 3.

’

x(s)’
If y is an inclusion then we may write A’ |5 instead of A’ |,. For example, if y : Ztrry — Znar is the renaming
described in Example 3.8 and N is the model of natural numbers with addition then A T is the set of natural numbers.
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Example 3.10. Let L be the algebra over Iyat. defined by:

e /[ interprets all symbols in Iyat as N, the model of natural numbers with addition,
o [ consists of all lists of natural numbers, while Lneris; consists of all non-empty lists of natural numbers,
o Lempty is the empty list, £, is the concatenation of lists, Lp.,q extracts the top of a non-empty list, and L;4;

deletes the first element of a non-empty list.

Notice that the reduct of L to the signature 3yat is NV, in symbols, L I5,,,= N. An important result in algebraic

specifications, which is at the core of many important developments concerning modularity is the satisfaction condition.

PROPOSITION 3.11 (SATISFACTION CONDITION). For all signature morphisms y : & — ¥/, all Z-sentences y and all

order-sorted X' -algebras A’, we have A’ = x(y) iff A’ |y y, where x(y) denotes the translation of y along x.

Pairs (2, E) consisting of a signature ¥ and a set of sentences E over X, are called presentations in algebraic

specification literature. The notion of signature morphism extends straightforwardly to presentations.
Definition 3.12. A presentation morphism y : (2, E) — (2, E’) is a signature morphism y : ¥ — ¥’ s.t. E’ E y(E).

An example of presentation morphism is the inclusion ¢ : (ZnaT, ENaT) < (ZNATL, ENATL), Where Enar = {Vx :
Nat-0+4+x =x, Vx,y : Nat-s y+x = s(x+y)} defined in Example 3.6 and Enat. = EnaT U {Ve : Elt, ] : List - head(e;1) =
e,Ve : Elt,l : List - tail(e; 1) = 1}.

Proof calculus. The satisfaction relation E |= E” between sets of sentences is the semantic way to establish truth.
The syntactic approach to truth consists of defining entailment relations between sets of sentences involving only

syntactic entities. The correctness of entailment relations can be established only in the presence of satisfaction relation.

Definition 3.13. An entailment system consists of a family of entailment relations {_+5 _ | ¥ is an order-sorted signature}

between sets of sentences with the following properties:

Ets Ey ErsE
[E; C E] (Union) —2—1 —~"2 72

(Monotonicity)
Ers E; Ers EyVE;

Ers E ErsEy EUEi+s E
— 2 [yi3 o] (Cut) —2 L2 2
X(E) bsr x(E1) Ers Ep
Notice that we have placed the side conditions of the entailment properties in square brackets. For example, in case

(Translation)

of (Monotonicity), E; C E implies E +y Ej. Entailment relations are inductively defined by proof rules.

Definition 3.14 (Order-sorted entailment system). The entailment system of order-sorted algebra is the least entailment

system generated by the following proof rules:

Ers VX -t1 =t Ers VX -t1=t2 ErsVX-ty=t
(Reflexivity) ————————  (Symmetry) SRR Sl (Transitivity) z 1= 22 2=
Ery VX -t=t Ery VX -th =t Ery VX -t =13
Ers VX -t1=t) ... Ets VX -1, =t/ Ers VX -
(Congruence) ! n - 7 u (Substitutivity) TRl [6:X — Tx(Y)]
Ers VX -o(ty,....tn) = o(t],..., ty) Ery VY -6(e)
Erst=t'if N, t; =1t/ Eu{ti=t,,..  th=ti}trst=t
(Implicationy) - /\1_1, - (Implicationy) { ! - ~ - ) 7
Eu{ti=t,...ta=tp}xt="t Erst=t'if NiLiti=t]
Er e Etrs VX -
(Quantificationy) #S;-e (Quantificationy) #X):
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THEOREM 3.15 (COMPLETENESS). The order-sorted equational logic calculus is sound (i.e., -CF=) and complete (i.e. |ECF).

Completeness of order-sorted equation deduction is one of the fundamental results in algebraic specification, which
has a long tradition starting with Birkhoff [16], continuing with completeness of many-sorted equational deduction [59]
and order-sorted equational deduction [69], and ending with completeness of institutions with Horn clauses [55].

An algebraic specification language, in general, and CafeOB], in particular, should be understood on three inter-
connected semantic levels: (i) denotational semantics, (ii) proof-theoretical definition, and (ii) operational semantics.
The denotational semantics consists of classes of models described by the specifications and the satisfaction relation
determined by them. The proof-theoretical aspect is given by the entailment relations, which provides a practical way
of reasoning formally about the properties of models described by specifications. The operational semantics consists of
order-sorted term-rewriting [65], which has several benefits such as an increased level of automation for proofs.

The design of the specification and verification methodology is largely based on the denotational semantics. Therefore,
this section focused on describing the underlying logic, order-sorted algebra, and the language constructs such as free
semantics, parameterization and imports. The operational semantics of algebraic specification languages is important
during formal proofs for evaluating functions by providing the structured, rule-based process to compute values from
functions applied to specific arguments. This ensures that every step in the proof is grounded in the formal definitions
of the system, leading to correct and an increased automation level in comparison to theorem proving methods which

are not powered by term rewriting.

4 STRUCTURED SPECIFICATIONS

The foundational work on module algebra began with the seminal contributions of Professor Jan Bergstra and his
collaborators [14]. To the best of our knowledge, this marked the start of the concept of module algebra and the formal
study of rules for constructing module expressions—referred to here as structured specifications—which are used to
describe software systems.? Rather than reiterating the well-established importance of modularizing software, we
emphasize that the mathematical foundations supporting this modularization are grounded in the specification-building
operators that define structured specifications. These operators provide the formal mechanisms for composing and
manipulating modular software components. We refer the reader to [30, 33, 34, 125] for the latest developments in this
area. This section is devoted to a brief presentation of fundamentals of structured specifications and their application to

the specification methodology.

4.1 Reachability

In practice, only order-sorted algebras that are reachable by some constructor operations are of interest. Consider, for
example, the signature of natural numbers with addition NAT described in Example 3.3. One model of interest is N, the
model of natural numbers. Other model of interest can be Z,, the model of integers modulo n, where n > 1, which
interprets both sorts Nat and NzNat as {6 T e n-1 } and the function symbols in the usual way. Both N and Z,
are reachable by the operations 0 : — Nat and s_ : Nat — NzNat, that is, the unique homomorphisms I\a1 — N
and TNat — Zy are surjective. Next, we present constrained and loose sorts, and then we generalize the concept of

reachability to any signature X = (S, <, F) for which we distinguish a subset F¢ C F of constructors.

Definition 4.1 (Constrained and loose sorts). A sort s € S is called constrained if s has a constructor o : w — s € F€,
otherwise s is called loose.

3To be more precise, in this context a module is a specification with a name.
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8 Riesco, A. et al

Definition 4.2 (Reachable algebras). An order-sorted algebra A over a signature X = (S, <, F) is reachable by some
constructors F¢ C F if there exists a set of X of variables of loose sort and a valuation f : X — A such that the unique
extension f* : T5c(X) — A [sc of f: X — A to a Z°-homomorphism is surjective, where ¢ = (S, <, F°).

We give some examples of reachable algebras with loose sorts.

Example 4.3. Let Egac be the signature defined as follows:

o The set of sorts is {Elt, Bag} such that Elt < Bag.
o The set of function symbols is {empty : — Bag, _o _: Bag Bag — Bag, take : Bag Elt — Bag}.

Let F§,; = {empty : — Bag, _o _: Bag Bag — Bag} be a set of constructors for the signature Xgag. The sort Elt is

loose while the sort Bag is constrained. We give some examples of reachable algebras by the constructors in Fg, .:

(1) the model of sets of natural numbers, denoted 81, which interprets empty as the empty set, o as the union of
sets, and take as the extraction of an element from a set.

(2) the model of strings with elements from {a, b}, denoted By, which interprets empty as the empty string o as the
concatenation of strings and take as the extraction of the first occurrence of an element in a string.

(3) the model of integers, denoted B3, which interprets both sorts Elt and Bag as the set of integers, empty as zero,

o as addition and take as subtraction.

For the first case, let X = {x; | i € N} be a countably infinite set of variables, and f : X — $; a valuation defined
by f(x;) = nfor all n € N. It is easy to check that the extension f* : ngAG X) — 81 rngG of f: X - Bitoa

%f \g-homomorphism is surjective. Similar arguments can be used to show that 8, and 85 are reachable by Fg, ..

4.2 Congruences

Given a signature X = (S, <, F), a congruence = on an algebra A is an S-sorted equivalence on A (that is, an equivalence
=; on A, for all sorts s € S) compatible with
o the functions, that is, if a; =, b; for alli € {1,...,n} then As(ay,...,an) =5 As(b1...,by), for all function
symbols o :s1...sp, = s € F, and

o the sort order, that is, a =, biff a =;, b for all sorts s1, s € S such thats; =< s and all elements a, b € Ag, N As,.

Any set of conditional equations E generates a congruence on the initial model of terms 75; as follows:
L= {((t,t) |EEt=t")

where E | t = ' means that A E E implies A |= t =t for all Z-algebras A. The quotient algebra 75 /_c denoted
7(s,E) has the following initial property [69]: for each algebra A satisfying E, there exists a unique homomorphism
T(z,gy — A. The initial algebra 7(5 gy of E is unique up to isomorphism and it gives the tight denotation of the
equational specification (2, E).

Recall the signature of natural numbers with addition defined in Example 3.3 and the set of sentences Eyat of
Example 3.6. Notice that N, the model of natural numbers that interprets all function symbols in the usual way, is

isomorphic to T(s,,; k) the initial algebra of Ear.

4.3 Free models

In algebraic specification, the notion of free algebra is one of the basic concepts, which is a generalization of the initial

algebra. In initial semantics, the idea is to define a minimal model of the specification where the behavior of the data
Manuscript submitted to ACM
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type and its operations are determined uniquely. The initial algebra is important because it guarantees that if two terms
are equal under the specified operations (according to the equations), then they are equal in the free algebra. This forms
the basis of equational reasoning in algebraic specifications. When using initial semantics, the free algebra acts as
the default or “best” interpretation of the abstract data type, ensuring that no unintended properties or relationships
are introduced. In addition, free models cannot be fully specified by first-order theories because the set of semantic
consequences of a first-order theory is recursively enumerable, whereas the properties of free models—when formalized
as sentences—are not, due to Godel’s incompleteness theorem. This theorem implies that there are true statements
about free models that cannot be derived from any first-order theory, meaning such models may possess properties that
lie beyond the expressive power of first-order logic to capture in a complete and consistent manner.

An example of free algebra is given by the NATL-model of lists with elements from Z», the algebra of integers modulo
2 which interprets the symbols from Zyat in the usual way. In the following, we will describe briefly its construction.

The notion of free algebra is best explained using signature morphisms. Let y : & — 3’ be a signature morphism
and A a X-algebra. Without loss of generality, we assume that the elements of (A are different from the constants of
both ¥ and 3. In this case, each element a € A can be regarded as a new constant a : — s for 3, where s is any sort
of 3. Let 2 # be the signature obtained from X by adding the elements of A as new constants. Similarly, we let Z:ﬂ
denote the signature obtained from ¥’ by adding elements a € A as new constants a : — y(s), where s is any sort
of 3. The result is a new signature morphism y# : 4 — Z’ﬂ which extends y by mapping each constant a : — s to

a:— yx(s), for all sorts s of 3 and all elements a € As.

T(Z/’E/)?;é[) EE X c---oy B Tosypum,) FE UE,
X T)m
A e B Aa B Ea
rz ..........................

We let A 4 denote the expansion of A to X 4, which interprets each constant a : — s as a, for all sorts s of ¥ and all
elements a € As. We denote by E 4 the set of all ground ¥ #-equations satisfied by A 4, and by E’ﬂ the translation of
E # along y 4. Notice that A # is the initial algebra of E 4. For any set of conditional ’-equations E’, the free (3, E’)-
algebra over A via x, denoted 75/ g (A), is 7{2&{,5@5;{) I'sy, where 7(2/]{’1;@5;‘) is the initial algebra of E/ UE’ﬂ. Since
A 7 is the initial algebra of E # and WZQ,E'UE}I) E E:ﬂ there exists a unique arrow .4 : A4 — 7?2/?(,};@5}[) Txa
The reduct p : A — Tz p)(A) [y ofng : Aqg — 7{2154,5@5/7{) [ ya to the signature X is a universal arrow to
the functor [, _ : Mod(2’,E’) — Mod(Z), that is, for each X’-algebra B’ that satisfies E’ and any homomorphism
h: A — B’ 1, there exists a unique >’-homomorphism k" : 7(ss gr) (A) — B’ such that n; 1’ = ht

A —" s T ) (A) Iy Tz 5y (A)
] ]
P i Ry i aw
e ¥
Bl rX B/

Consider the signature inclusion 2naT <= ZnaTL, defined in Example 3.9, and Z», the Zya7-algebra of integers modulo 2.
Let EnatL := Enat U {Ve : Elt,1 : List- head(e;l) = e,Ve : Elt, 1 : List- tail(e;]) = I}, where Enat is the set of sentences

4Mod (3, E’) is the full subcategory of Mod(2’) of all 3’ -algebras satisfying E’.
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defined in Example 3.6. The model of lists with elements from Z is formally defined as the free (ZnatL, EnaTL)-2lgebra
over Zo, that is, 7E2NATL;ENATL) (Z>2). In this case, the universal arrow n : Zp — ﬁZNATL,ENATL) (Z2) sy, is the identity.

4.4 Specification building operators

Structured specifications are constructed from some basic specifications by iteration of several specification building
operators. In algebraic specification languages such as CafeOB] or Maude (see Section 5), the definition of all language
constructs is based on specification building operators, which can be regarded as primitive operators. In software
engineering, structuring constructs give the possibility of systematic reuse of already defined modules, which are in fact
labeled specifications. The semantics of a specification SP consists of a signature Xsp and a class of models Msp. For

any structured specification SP, we can also define its set of sentences Esp.

BASIC A basic specification is a presentation (2, E), where ¥ is a signature and E is a set of sentences over .
Z(sp) =2, Exp) = E and M5 ) = {A € [Mod(Z)| | A E E}.
CONS For any specification SP, the restriction of SP to some constructor operators F¢ from Xsp, denoted SP|pe, is
defined by X (sp| ) = 2sp, E(sp|pc) = Esp, and Msp|.c) = {A € Msp | A is reachable by F°}.
UNION For any specifications SP1 and SPy with the same signature X, the union SP; U SP; is defined by
3 (spyuspy) = 25 E(spyuse,) = Espy U Esp,, and Msp usp,) = Msp, N Msp,.
TRANS The translation of SP along a signature morphism y : Sig(SP) — X denoted by SP % y is defined by
Z(spay) = 2 E(spay) = X(Esp), and M(spuy) = {A € [Mod(2)| | A Ty € Msp}.

H-FREE Given a class of homomorphisms H, for all specifications SP, all basic specifications (2, E), and all presentation
morphisms y : (Zsp,Esp) — (3, E), the H-free (I, E)-specification over SP via y, denoted (Z, E)!4SP, is
defined by
Z(5.E)ysp = 2, E(sEy1ysp = E, and
Ms.Eyyse = {T(5,5) (A) | A € Mgp with the universal arrow 1y : A — T(5 ) (A) Ty in H}

H-FREE is the standard free semantics operator. This operator is parameterized by a class of homomorphisms #,
which is one of the following ones: (a) ID, the class of identities, (b) EX, the class of inclusions, or (c) US, the class of all
homomorphisms. Identities yield protecting imports, which do neither collapse elements nor add new elements to the
models of the imported module. In the algebraic specification literature, these conditions are known as “no junk and no
confusion” conditions, respectively. Inclusions yield importations that allow “junk” but forbid “confusion.” If H consists
of all homomorphisms then both “junk” and “confusion” are allowed.

There are other specification building operators defined in the algebraic specification literature, which are useful in
practice and cannot be derived from the ones defined in this survey. Some examples are the derivation across signature
morphisms used for hiding information [124] or the extension operator used for capturing non-protecting importation

modes [33]. A basic property of structured specifications is given in the following lemma.
LEMMA 4.4. For each structured specification SP, A € Msp implies A = Esp.

The predefined module BOOL is, perhaps, the most used (labelled) specification in the OBJ languages. BOOL is not a

specification of Boolean algebras. It defines the truth values used in the verification methodology.
Example 4.5 (Booleans). The following is the specification of truth values true and false with the usual operations
defined on them.

mod! BOOL{
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[Bool] eq true and A = A .

op true : -> Bool eq false and A = false .

op false : -> Bool eq Aand A = A .

op _and_ : Bool Bool -> Bool eq false xor A = A .

op _or_ : Bool Bool -> Bool eq A xor A = false .

op _xor_ : Bool Bool -> Bool eq A and (B xor C) = A and B xor A and C .
op not_ : Bool -> Bool eq not A = A xor true .

op _implies_ : Bool Bool -> Bool eq A or B=A and B xor A xor B .
vars A B C : Bool . eq A implies B = not (A xor A and B) . }

BOOL is defined with initial semantics, which means that the denotational semantics of BOOL consists of (the class of
all algebras isomorphic to) the initial algebra of (ZgooL, EgooL ), that is, the algebra with the carrier set {true, false} that
interprets the Boolean operations in the usual way. The free semantics has many implications in both specification and

verification methodologies, which will be explained gradually in the present contribution.

Example 4.6 (Labels). The following specification defines some labels denoting the state of programs/processes trying

to access a common resource.

mod* LABEL{

pr(BOOL) eq [e1]: (L =L) = true .

sort Label ceq[e2]: L1 = L2 if (L1 = L2) = true .
ops rs ws cs : —> Label {constr} eq [11]: (rs = cs) = false .

op _=_ : Label Label -> Bool eq [12]: (ws = cs) = false .

vars L L1 L2 : Label eq [13]: (cs = rs) = false . }

The specification BOOL is imported in protecting mode. Therefore, £| oge. is obtained from ¥ggo. by adding the
symbols described on the left column of Example 4.6. The constants rs, ws, and cs denote the reminder section, waiting
section, and critical section, respectively. The operation _=_ : Label Label — Bool denotes the equality. By the first
two equations, el and e2, the object level equality denotes the real equality among labels, that is, two labels a, b are
equal in a model A € My pgeL iff A=(a, b) = Atrye. Since BOOL is imported in protecting mode, the equations /1 —
I3 say that no “confusion” is allowed between the labels rs, ws, and cs. Because the constants rs, ws, and cs are also
constructors, no “junk” is allowed to the sort Label. It follows that the semantics of LABEL consists of the initial model.

Note that the importation of BOOL in protecting mode and the equations el, e2 allow one to write sentences semanti-
cally equivalent to inequalities. For example, I1, [2, and I3 are semantically equivalent to rs # cs, ws # c¢s, and cs # rs,
respectively. Unsurprisingly, there are structure specifications which are inconsistent, i.e., with no models.

Since LABEL imports BOOL in protecting mode, there exists a signature inclusion ¢ : Zgoo. < 2 ageL. If we ignore
the constructor declarations, the left column of Example 4.6 corresponds to BOOL x ¢, while the right column to
(ZLageL, {el, €2,11,12,13}). Let F,g denote the set of constructors {rs :— Label, ws :— Label, cs :— Label} and
notice that LABEL = (BOOL % ¢ U (2 ageL, EsooL U {el, e2,11,12,13}))|pe

LABEL
Example 4.7. The following is a specification of the usual ordering on natural numbers, which is then extended to an

ordering on w + 1.

mod! PNAT{
protecting(BOOL)
[Nat]
op @ : -> Nat mod! OMEGA{
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op s_ : Nat -> Nat extending (PNAT)

op _<=_ : Nat Nat -> Bool op omega : —-> Nat

vars X Y : Nat vars X Y : Nat

eq [01]: X <= X = true . eq [03]: s omega = omega .

cq [02]: X <= s Y = true if X <=Y .} eq [04]: X <= omega = true .}

Since BOOL is imported in protecting mode, ZpyaT is obtained from Egoo. by adding the sort Nat and the function
symbols described on the left column of Example 4.7. We have PNAT = (ZpnaT, EgooL U {01, 02})!1pBOOL. Similarly, Zomeca
is obtained from Zpyat by adding the constant omega :— Nat. It follows that OMEGA = (Zomeca, EpnaT U {03, 04})lExPNAT.

4.5 Parameterized specifications

Another important concept for the modularization of system specifications is that of parameterized specification, which
plays a crucial role in scaling up to the complexity of software. The basic mechanism for the instantiation of parameters
relies on pushouts of signature morphisms. The concept of parameterized specification and of pushout-style instantiation
of parameters originates from the work on Clear [19] and constitutes the basis of parameterized specifications in OB]J
family of languages.

Presentation morphisms are extended naturally to specifications. A specification morphism y : SP — SP’ is a
signature morphism y : Xsp — Xgp such that for all A" € Mgpr we have A I y€ Msp. If both SP and SP’ are

structured specifications then we require also that Espr = y(Esp).

Definition 4.8 (Parameterized specification). A parameterized specification SP(P) is a specification morphism P — SP
such that the underlying signature morphism is an inclusion 2p C ¥sp which

(1) does not allow new subsorts for P, that is, for all s € Ssp and all sy € Sp such that s <sp sp, we have s <p 9, and

(2) preserves the subsort polymorphic families of operations, that is, forallo : w — s € Fp andallo : w’ — s’ € Fsp

such that w =<, w’, we have 0 : w’ — s’ € Fp.

The specification P is the parameter and the specification SP is the body of the parameterized specification SP(P).

The conditions of Definition 4.8 will ensure that the instantiation of parameters is well-defined [72]. From a practical
point of view, parameters are importations in protecting mode. We give an example of parameterized specification

written in CafeOB]J notation.

Example 4.9 (Queue). Let TRIV be the specification that consists of only one sort Elt, that is, Ztr1y = ({Elt}, 0, 0) and

Etriv = 0. The following is a specification of queues of arbitrary elements:

mod! QUEUE (X :: TRIV) {

[EQueue NeQueue < Queue] var Q : Queue

op empty : -> EQueue {constr} var E F : Elt.X

op _;_ : El1t.X Queue -> NeQueue {constr} eq [q1]: top(E ; Q) = E .

op head : NeQueue -> E1t.X eq [g2]: head(E ; Q)= Q .

op tail : NeQueue -> Queue eq [g3]: add(empty,F) = F ; empty .

op add : Queue EI1t.X -> Queue eq [g4]: add(E ; Q, F)= E ; add(Q,F). }

The parameter of QUEUE is TRIV. The signature Zqueye is obtained from Z1rry = ({Elt}, 0, 0) by adding the function
symbols defined on the right column of Example 4.9, and Equeue = {q1, 92, ¢3, g4}. Obviously, the inclusion Z1r1y —
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Squeue satisfies the reflection and preservation conditions required by Definition 4.8. Since QUEUE is defined with free
semantics and TRIV is imported in protecting mode, QUEUE = (Zqueue, Equeue)! 1o TRIV.

Recall the specification of natural numbers of Example 4.7, and assume we want a specification of lists of natural
numbers. Let v : TRIV — PNAT be the specification morphism which maps Elt to Nat. The instance of QUEUE(TRIV) by
v, denoted QUEUE(TRIV < v), or simply, QUEUE (PNAT) if there is no danger of confusion, is defined as the pushout of
QUEUE < TRIV - PNAT:

(1) The signature of Zgyeye (pnat) is the vertex of the following pushout of signatures.

ZQUEUE(TRIV) -5 ZQUEUE (PNAT)
1 i
STRIV — 5> ZPNAT
The vertex Zqyeye (pnat) of the above pushout is obtained from Zqyeyg (Tr1v) by substituting the sort Nat for E1t
and by adding all the function symbols from Zpyart.

(2) Let N be the unique (up to isomorphism) algebra of PNAT and let N = N [,. We denote by L the free
(Zqueue (TrIv)> Equeue (Trv) )-algebra over N and notice that £ 1= N. By [72, Theorem 23], there exists a unique
algebra £’ such that £’ [y= L and L’ [,v= N, which is exactly the free (Zqueye (pnaT)> Equeue (PnaT) ) -algebra
over N. The class M(SP) consists of all algebras isomorphic to L.

(3) Equeue(pnat) = v” (Equeue (TRIv)) U EPNAT-

It follows that QUEUE (PNAT) = (ZQUEUE(PNAT)’ EQUEUE(PNAT))!IDPNAT~

4.6 Specification proof calculus

In this section, we define an entailment system for reasoning formally about the properties of structured specifications.
Its definition is based on the entailment system described in Definition 3.14 for inferring new sentences for an initial

set of axioms.

Definition 4.10. An entailment system for reasoning formally about the logical consequences of structured specifica-
tions consists of a family of unary relations on the set of sentences {SP + _ | SP is a structured specification} satisfying

the following properties:
SP+E; SPGrE,

Monotonicity) —— [E C E Uni
(Monotonicity) PrE [ sp] (Union) SrE UL,

SP+E SP+E; SPU(Zsp,E1) FE

(Translation) ——————— [y : Zsp —» 2] (Cut) 1 (Zsp,E1) + Ep
SP* x v x(E) P+ E;

The operational semantics of a specification SP is obtained by orienting the equations in Esp from left to right. An
unconditional term rewriting step is defined by C[18] =sp C[r0] for all equations VX - I = r € Esp, all substitutions
0: X — Tz (Y) and all contexts C, that is, terms with exactly one occurrence of a special variable 0.5 The term
rewriting relation :*>5p is the reflexive-transitive closure of =sp. For details about the definition of term rewriting
relation, we recommend [131]. Two terms t; and t are joinable, in symbols, SP + t; | t; if there exists another term ¢
such that t; =*>sp t and to =*>5p t. To understand the proof score methodology, it is not necessary to know the details of

term rewriting relation, and its implementation can be regarded as a black-box.

>Notice that C[10] denotes the term obtained from C by substituting the term 16 for the variable O.

Manuscript submitted to ACM



14 Riesco, A. et al

A specification SP satisfies a set of sentences E over Xsp, in symbols, SP | E iff A | E for all order-sorted
algebras A € Msp. An example of structured entailment system is the semantic structured entailment system
{SP = _ | SPis a structured specification}. To check that SP |= E one needs to consider all order-sorted algebras
A € Msp, which is not feasible, since Msp is a class (not even a set). Therefore, an entailment system generated by a

finite set of proof rules is proposed.

Definition 4.11 (Order-sorted specification calculus). The order-sorted specification calculus consists of the least

entailment system for structured specifications closed under the following proof rules:

SPrto=tyif AL ti=t] SPU (Zsp, {t1 = t],....tn =ty }) F to = 1]

13 . .
Implication
SPU (Zsp, {t1 = t1,....tn = ty) F Lo = 1] (Imp 2) SPHty=tyif ALjti=t]

(Implicationy)

SP VX - SPx y +
(Quantificationy) drvre [ x:3sp = Zep(X) ] (Quantificationz) Xr¢e [

—_—t 1 Bgp > Xgp(X
SPx yte SPHVX-e X w25 s (X) ]

(Zsp,Esp) F 11 | 12 (Ind) SP* 7 U (Zsp(X?),IH?) ke forall o : w — s € FS, with s <sp sy
SoP 7SR T L v 2 n
SPHVYX -1 =1 SPFVx-e

where sy is the sort of x, F§P consists of all the constructors of SP, X° = {x; ...xy} is a set of new variables, one for

(Rewriting)

each sort in the arity w = s1...5p, Y% : Zsp = Zsp(X?) is a signature inclusion, IH? is the induction hypothesis

{e0] 0 : {x} — XC is a sort decreasing mapping}, and e is obtained from e by substituting o (x1, - - - , x,) for x.

A few remarks are in order. (Reflexivity), (Symmetry), ( Transitivity), (Congruence) and (Substitutivity) are replaced
by (Rewriting). According to [65], we have Esp + VX - t; = t3 iff (Zsp, Esp) F t1 | t2 provided that the term rewriting
system (Zsp, Esp) is confluent and terminating. Structural induction (Ind) is sound for all reachable models, which are

defined by the specification building operator CONS in the presence of some constructor operators.

5 THETOOLS

We present in this section the different implementations where proof scores can be executed. We discuss their unique
features and the main differences between them. Although a detailed comparison of these programming languages
is beyond the scope of this paper, interested readers can find a simple mutual exclusion protocol for two processes

implemented for all of them at https://github.com/ariesco/proof-scores-survey.

5.1 OBJ3

Although it is currently discontinued, OBJ3 [67] was the first programming supporting verification by proof scores.
Because CafeOB] and Maude are sister languages extending OBJ3, it is worth discussing its main features.

In OBJ3 modules are called objects, which can be defined with both tight and loose semantics. Sorts, operators,
equational axioms, and equations can be stated in objects. The predefined equality between terms checks syntactic
equality, which might be inconvenient when a term cannot be completely reduced (it would return false prematurely),
as it will probably happen in the intermediate steps of our proof. Hence, it is required in general to define a new equality
predicate and define it by means of equations. Finally, structured specifications are possible, supporting protecting (no
“junk” and no “confusion” are allowed, as explained in the previous section), extending (no “confusion” is allowed), and
using (both “junk” and “confusion” are allowed).
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Proof scores are defined in open-close environments. These environments allow users to import and enrich other
modules and execute reduction commands without creating a new module. For example, a single proof score is usually
enough for discharging the base case because no case splittings (and hence new equations) are required, but the rest of

constructors require several open-close environment to distinguish different cases.

5.2 CafeOB)

CafeOBJ [50, 126] is a programming language that inherits OBJ3 features and philosophy and adds support for hidden
algebras [68] and rewriting logic [100], which can be combined with order-sorted algebra. This combined approach has
a formal mathematical foundation based in multiple institutions [50]. Besides these new theoretical features, CafeOB] is
implemented in Lisp and provides a better performance than OBJ3, new predicates, such as a search predicate to test
reachability, and new tools, such as an inductive theorem prover [126]. Because CafeOB] is currently the language with
the best support for proof scores, we will use it for all the examples in this paper. We present below some details of the
syntax, which has been introduced in the previous section; a complete example will be discussed in Section 6.1.

CafeOB]J supports modules with tight semantics, with syntax mod! MOD-NAME {...3}, and loose semantics, with
syntax mod* MOD-NAME {...3}.Both types of modules can be parameterized and the same importation modes presented
for OBJ3 can be used in CafeOB]. Sorts are enclosed in square brackets, while the subsort relation is stated by means of
<. Operators use the keyword op (ops if several operators are defined at the same time), followed by the operator name,
:, the arity, ->, the coarity, and a set of attributes enclosed in curly braces; among these attributes we have ctor for
constructors, assoc for associativity, comm for commutativity, and id: for identity. The behavior of functions is defined
by means of equations, with syntax eq (ceq for conditional equations). It is worth remarking that CafeOBJ provides a
predefined _=_ predicate for all sorts and a default equation indicating that it holds for terms syntactically equal. The
user can enrich this definition by adding extra equations.

Proof scores, with syntax open MOD-NAME . STMS close, take the definitions in the module MOD-NAME and extend
them with the statements in STMS. These statements include fresh constants, premises (possibly using the :nonexec

attribute to prevent them from being used in reductions), and reduce commands, with syntax red.

5.3 Maude

Maude [26] is a programming language implementing rewriting logic [100], a logic of change that is parameterized by
an equational logic. In Maude this logic is membership equational logic [17], an extension of order-sorted equational
logic that allows specifiers to state terms as having a given sort. It supports parameterization, structured specifications,
equational axioms, and reduction via rewriting. Maude has been widely used for specifying and verifying systems,
mainly focusing on its built-in LTL model checker [26].

However, Maude does not support proof scores explicitly. When no extra constants or equations are needed, for
example for base cases, we can just select the appropriate module and reduce the term. Otherwise, we need to create
new modules, import the specification (Maude only allows theories to be imported in including mode, which allows
junk and confusion to be added) and add constants and equations in the usual way. Then, reduce commands can be used
outside the modules. This way of defining proof scores, although very similar to the ones we have already discussed, is
more verbose. Because a major advantage of proof scores is their flexibility and its ease of use, this extra effort might
make Maude inconvenient for large proofs. Moreover, as OBJ3, Maude does not include a predefined equality predicate
and it must be explicitly defined. A detailed comparison between CafeOBJ and Maude can be found in [117].
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5.4 CafelnMaude

CafeInMaude [117] is a CafeOB] interpreter implemented in Maude [26]. It supports non-behavioral CafeOBJ speci-
fications, open-close environments (and hence proof scores), and theorem proving. Because CafeInMaude supports
CafeOBJ modules and open-close environments, it is possible to use exactly the same code presented in Section 5.2.
However, CafeInMaude provides extra features, discussed in Section 6.2, when proof scores are identified with the

:id(...) annotation.

5.5 Comparison between implementations

Table 1 summarizes the main aspects of the implementations above, where we have excluded OBJ3 because it is

discontinued. We have considered, for each implementation, the following features:

o The implementation language, which in some cases might limit the performance.

o The support for open-close environments in the language.

o The support for hidden algebras [68], which are algebraic structures defined through their observable properties,
focusing on external behavior without exposing their internal implementation.

o The existence of a search predicate, which has been used for exploring the state-space in specific kinds of proof
scores [48].

o The existence of a search command, which has been used for checking invariant properties.

o The possibility of using model checking [25] for analyzing linear temporal logic (LTL) properties on the specifi-
cations. In this way, safety properties can be easily analyzed.

e The support of narrowing [45, 101], a generalization of term rewriting that allows logical variables in terms,
replacing pattern matching by unification. This allows systems for symbolically evaluating these terms.

o The existence of a meta-level, where modules can be used as standard data, hence allowing developers to reason

about them.

Although some of these features are not directly related to proof scores, they also illustrate the potential of these
tools to improve their current approaches and their power as integrated ecosystems for specifying and analyzing the
properties of systems.

CafeOB] is the only language implementing hidden algebra, which makes this implementation the most appropriate
for designers following this methodology; on the other hand, its Lisp implementation limits its performance and makes
it difficult to extend. We also realize that Maude is the most developed system, where novel approaches for verification
have been implemented lately (as discussed in [118], narrowing can be used to partially automate proofs). However, the
lack of open-close environments prevents users from using proof scores at their full capability. CafeInMaude stands as
an intermediate option: it supports open-close environments and the search predicate, making it appropriate for using
proof scores. Moreover, it is implemented in Maude, which eases the integration of Maude features, such as narrowing,

into proof scores.

6 PROOF SCORES IN PRACTICE

In this section, we first present the main approach to proof scores: verification of observational transition systems. We

then discuss how new implementations and tools for CafeOBJ have improved the analysis of this kind of systems.
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Table 1. Comparison between implementations

Imp. Open-close | Hidden | Search Search Model | Narrowing | Metalevel
lang. | environment | algebra | predicate | command | checking

CafeOB] Lisp Yes Yes Yes No No No No
Maude C++ No No No Yes Yes Yes Yes
CafeInMaude | Maude Yes No Yes No Yes No Yes

6.1

Observational Transition Systems

Observational transition systems (OTS) [109, 110] are a general methodology for formally specifying distributed systems.

The intuitive idea is to model system interactions by means of transitions, while the values of the relevant components

of the system are obtained by means of observations.

The general notions of OTSs were first developed for behavioral specifications [37], which distinguished two different

types of sorts: visible sorts, used to define the data structures, and hidden sorts, used to define the system. Because in these

specifications the system is hidden it can only be analyzed via observations that show the value of particular components

at each particular moment. This approach was based on hidden algebras [68], which thanks to its co-algebraic nature

allowed specifiers to prove both invariant and liveness properties. The constructor-based approach (see Section 3 for

details) followed here is limited to invariant properties.

The elements required for defining an OTS are:

e A sort Sys standing for the system.

o A set of sorts S standing for the auxiliary data structures used by Sys.

o The transitions available for the system. These transitions are defined as constructor functions that return terms
of sort Sys. Following these ideas, a standard definition of Sys with an initial state and n transitions looks like:
— op init : -> Sys {constr}
— op transy : Sys Sort] cee Sortﬂ(1 -> Sys {constr}
— op trans, : Sys Sort? s SortEn -> Sys {constr}
With all sorts Sort§ € S, withi € {1,...,n},j € {1,k;}. In general, for each transition (except for init) to

be triggered a condition ctraps;, i € {1,...,n}, must be met. This condition is the so-called effective condition;
when it is not met, we have trans; (s, x1, ... >xk,~) = s, for s a variable of sort Sys and xy, ..., Xk, variables of
sort Sort1i e Sortli(i, respectively.

e Observation functions, which return the value of the data structures in the different states. These functions are

of the form:

- opo;: SysSort] - SortL -> Sort;
- opop: SysSort] .- Sort’i1 -> Sorty
. m
With all sorts Sort3 € 8, Sort; € S,withie {1,...,m},j € {1,];}, and Sort; different to Sys.
e For each observation function o; (i € {1,..., m}) we define equations for each transition, assuming the effective

condition holds:
- eq oi(init,x%,n- ,xi_) =0
1 . . . .
- ceqoj(transy(s,y}, .y ).xt 1) = Fsyl o yp xqe e x)) if Crrang,
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— ceqoj(transn(s,y], -+ yp )xp o xq) = f(s.yf Lyl xp) if crran,
With xj. Geds,..., li})‘and yg (pe{1,....n},qg€{1,...,kp}) variables of sort Sort; and Sortg, respectively, v
a constant of sort Sort?, and f an auxiliary function (possibly an observation function or a data structure) not

involving any transition.

In the following we detail how to define OTSs and how to verify them using proof scores by means of the Qlock
example. Qlock is a mutual exclusion protocol based on a queue with atomic operations and a binary semaphore. The
basic idea is that processes can be in remainder section, waiting section, and critical section. When a process in the
remainder section moves to the waiting section its process identifier is added to the queue; once it reaches the top of
the queue it moves into the critical section. Processes exiting the critical section return to the remainder section and the
top element is removed from the queue. Although this system is not very complex, proving mutual exclusion requires a
proof score of approximately 350 lines of code and illustrates some interesting features, as we will see below.

To specify this system as an OTS we need to identify the transitions and the values we want to observe. It is clear in
this case that transitions take place when the processes change the state, while we want to observe, for each process
identifier, the state the process is in. Hence, we start our specification by defining the auxiliary data structures. The
module LABEL for labels was already presented in Example 4.6. The module PID defines the process identifiers: we define
the sort Pid for process identifiers, ErrPid for erroneous process identifiers, and Pid&Err as a supersort including both
correct and erroneous identifiers. This module also indicates that correct and erroneous process identifiers are different:
mod* PID { [ErrPid Pid < Pid&Err]

op none : -> ErrPid

var I : Pid

var EI : ErrPid

eq (I = EI) = false . }

We define next a module TRIVerr with loose semantics to define the elements of a generic queue, which will be later
instantiated with the appropriate sorts. Because some functions on queues are partial, we define the existence of both
correct elements (E1t) and erroneous elements (ErrElt), and a supersort enclosing them. The module also defines a

particular element of sort ErrElt, err.

mod* TRIVerr { [ErrElt E1t < E1t&Err]
op err : -> ErrElt}

The module QUEUE below is parameterized by TRIVerr. It defines the sort for the empty queue (EQueue), non-empty
queues (NeQueue), and general queues (Queue) with the appropriate subsort relation between them. The constructors
for queues are empty, which builds the empty queue, and _|_, which given an element and a general queue returns
a non-empty queue. The functions for enqueueing (enqg) and dequeueing (deq) are total and defined as usual; for the
particular case of dequeueing an empty queue the function returns the same empty queue, as shown on the right. The
function for obtaining the top element of a queue is also total when using the error sorts defined above: the top element

for an empty queue is err:

mod! QUEUE(E :: TRIVerr) {

[EQueue NeQueue < Queuel] var Q : Queue
op empty : -> EQueue {constr} vars X Y : EIt.E
op _|_ : E1t.E Queue -> NeQueue {constr} eq enqg(empty,X) = X | empty .
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op eng : Queue E1t.E -> NeQueue eq enq(Y | Q,X) =Y | enq(Q,X) .
op deq : Queue -> Queue eq deq(empty) = empty .

op top : EQueue -> ErrElt.E eq deq(X | Q) =Q .

op top : NeQueue -> Elt.E eq top(empty) = err .

op top : Queue -> Elt&Err.E eq top(X | Q) =X . }

We relate, by means of the view TRIVerr2PID, the elements in TRIVerr and the ones in PID in the expected way:

view TRIVerr2PID from TRIVerr to PID {
sort E1t -> Pid,
sort ErrElt -> ErrPid,
sort E1t&Err -> Pid&Err,

op err -> none }

We use this view to instantiate the queue in the QLOCK module, which also includes the modules LABEL and PID:
mod* QLOCK {

pr(LABEL + PID)

pr(QUEUE(E <= TRIVerr2PID))

We define the sort Sys, standing for the system, and the corresponding transitions building it. In addition to init,
which stands for the initial state, we define the transitions want (for a process moving from the remainder section to
the waiting section), try (for processes in waiting section trying to enter the critical section), and exit (for processes
in the critical section leaving it):

[Sys]

op init : -> Sys {constr}

op want : Sys Pid -> Sys {constr}

op try : Sys Pid -> Sys {constr}

op exit : Sys Pid -> Sys {constr}

In our system we are interested in the label corresponding to each process and the queue, so we define the appropriate
observations to retrieve its value in a given system:

op pc : Sys Pid -> Label

op queue : Sys -> Queue

We define some variables and define the observations for each state. In the case of the initial state all processes are in
the reminder section and the queue is empty:

var S : Sys vars I J : Pid

eq pc(init,I) =rs .

eq queue(init) = empty .

For the transition want we define the effective condition first. In this case to enter into the waiting section is only
required that the process is in the remainder section:

op c-want : Sys Pid -> Bool

eq c-want(S,I) = (pc(S,I) = rs)

When the condition holds the label corresponding to the process is ws, while the queue is modified by introducing

the process identifier. When the condition does not hold the transition is not applied:

ceq pc(want(S,I),J) = (if I = J then ws else pc(S,J) fi) if c-want(S,I) .
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ceq queue(want(S,I)) = enq(queue(S),I) if c-want(S,I) .
ceq want(S,I) =S if not c-want(S,I) .

We would proceed in a similar way with the rest of transitions. Finally, we define the properties we want to prove.
The property inv1 stands for mutual exclusion, while inv2 states that the process in the critical section must be the

one on the top of the queue:

op invl : Sys Pid Pid -> Bool

op inv2 : Sys Pid -> Bool

eq inv1(S:Sys,I:Pid,J:Pid) = (((pc(S,I) = cs) and pc(S,J) = cs) implies I =17J) .
eq inv2(S:Sys,I:Pid) = (pc(S,I) = cs implies top(queue(S)) =1I) . }

In the simplest case, we would just create an open-close environment with both properties and, if both are evaluated

to true, then we would know they hold:

open QLOCK .
op s : —> Sys .
ops i j : -> Pid .
red inv1(S:Sys, I:Pid, J:Pid) .
red inv2(S:Sys, I:Pid) .

close

As expected, they are not reduced to true and we need to inspect each possible transition (that is, applying induction)

and each property separately. The proof for init is straightforward; it is enough to just reduce the term:

open QLOCK . open QLOCK .
ops i j : -> Pid . opi: —>Pid .
red inv1(init,i,j) . red inv2(init,i) .
close close

We focus next on how to prove inv1 for the transition want, the rest of the proof follows the same ideas and is
available in the repository above. The first approach for proving this property would be the open-close environment

below:

open QLOCK .
ops : > Sys .
ops i j k : -> Pid .
eq [:nonexec] : inv1(s,I:Pid,J:Pid) = true .
eq [:nonexec] : inv2(s,I:Pid) = true .
red invl(want(s,k),i,j) .

close

Note that it contains the induction hypotheses as non-executable equations, so they are only used for informative
purposes. When executed, we obtain the following result:

Result: true xor cs = pc(want(s,k),i) and cs = pc(want(s,k),j) xor i = j and

cs = pc(want(s,k),i) and cs = pc(want(s,k),j) : Bool

We could try to use the inductive hypotheses to further reduce it, but it has no effect. Then, we notice that the
terms pc(want(s,k),i) and pc(want(s,k),Jj) are not being reduced. This happens because there is no information
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about the effective condition; in order to solve it we can indicate it holds, adding the corresponding equation to the
environment:°
open QLOCK .
op s : —> Sys .
ops i j k : -> Pid .
eq [:nonexec] : inv1(s,I:Pid,J:Pid) = true .
eq [:nonexec] : inv2(s,I:Pid) = true .
eq pc(s,k) =rs .
red invl(want(s,k),i,j) .
close
Result: true xor cs = if i = k then ws else pc(s,i) fi and cs = if j = k then ws else pc(s,j) fi xor i = j and
cs = if i = k then ws else pc(s,i) fi and cs = if j = k then ws else pc(s,j) fi : Bool
In this case we need to state an equality between the fresh constants. For example, we can add the equation i = k:
open QLOCK .
op s : -> Sys .
ops i j k : -> Pid .
eq [:nonexec] : inv1(s,I:Pid,J:Pid) = true .
eq [:nonexec] : inv2(s,I:Pid) = true .
eq pc(s,k) =rs .
eqi=k.
red invil(want(s,k),i,j) .
close

Result: true : Bool

Although we have obtained true, the goal is not completely proven because it depends of some equations and we do
not know what happens if they do not hold. For example, we would need to use (i = k) = falseinstead of i = Kk,
which is not reduced to true and would require a reasoning similar to the one above.

This proof illustrates the strong points of proof scores: it is possible to prove the subgoals using the same syntax
employed to specify the system. Although in this example the equations that we needed to add were simple, it is also
possible to define more complex ones, possibly involving equational attributes such as associativity. Moreover, the
result obtained when reducing the environment guides the proof, so the user must employ his/her expertise to choose
the most promising ones.

On the other hand, this example also illustrates their weak point: the user is in charge of ensuring that all possible
cases have been traversed; if one subgoal is not taken into account none of the tools will warn the user, which might be
specially problematic with large proofs. This (partial) lack of formality is one of the reasons why proof scores have not
been more widely applied, while theorem proving, which has a very strict syntax but also provides full confidence, is
very popular. However, the equations added in open close-environments are not arbitrary: they are case splittings and
follow some rules. For this reason, we should be able to find a general schema for a large class a proof scores, so we can
automatically generate a proof in a “standard” theorem prover. In the next section we present a proof assistant providing
several features implicitly used in proof scores and a proof generator that, given a proof score, tries to replicate the

proof using the proof assistant.

®Notice that other options are also available, being the simplest one adding the equation i = j; the user is in charge of exploring the different alternatives
and choosing the most appropriate ones.
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6.2 The CafelnMaude Proof Assistant and Proof Generator

The CafeInMaude implementation of CafeOB]J eases the specification of systems and the definition of proof scores; in

particular, it takes advantage of the underlying Maude implementation and its meta-level features to:

(1) Support extra features in CafeOB]J specifications. In particular, the current version of CafelnMaude supports the
owise (standing for otherwise) attribute for equations, which indicates that the corresponding equation is only
used if the rest of equations cannot be executed.

(2) Extend the syntax in an easy way. CafeInMaude is implemented in Maude, taking advantage of its powerful
metalevel. In this way, the CafeOBJ grammar is defined as a Maude module used for parsing, while the translation
into Maude is performed using equations. Because Maude’s and CafeOB]’s syntax and semantics are very similar,
CafeOB]J programmers can easily add new elements to the system to experiment with them. Once these elements
have been thoroughly tested they might become part of the standard CafelnMaude distribution.

(3) Connect with other Maude tools. CafeInMaude translates CafeOBJ specifications into Maude specifications, so
any tool dealing with Maude specifications can be connected with CafeInMaude. In particular, it is interesting to
consider the Maude Formal Environment [27], which includes a termination checker, a confluence checker, a
coherence checker, and a theorem prover, and the Maude integration with SMT solvers.

(4) Execute larger proofs than the Lisp implementation of CafeOB]J. As shown in [117], the performance of Cafeln-
Maude is much better than the one provided by the CafeOBJ implementation described in Section 5.2, especially
when the search predicate is used. This allows CafeInMaude to prove properties on some protocols that fail in

CafeOB] because the interpreter runs out of memory.

6.2.1 The CafelnMaude Proof Assistant. Beyond the features above, CafelnMaude provides a theorem prover, the
CafeInMaude Proof Assistant (CiMPA) [115], supporting:

e Induction in one or more variables.

o Instantiating free variables with fresh constants (i.e., applying the theorem of constants). In this way, we can
reason with the most appropriate values of the variables for the particular subgoal.

o Splitting the goal. When the current goal is composed of several equations, it is useful to discharge each of them
separately.

o The use of the induction hypotheses as premises. We can use an implication with one of the induction hypotheses
as premise to simplify the current subgoal.

o Case splitting by (i) true/false, (ii) constructors, and (iii) special combinations for associative sequences.

o Discharging the current subgoal by using reduction.

6.2.2 The CafelnMaude Proof Generator. While in CafeOB] proof scores and proof scripts are unrelated entities (from
the tool support point of view), CafeInMaude relates them by means of the CafelnMaudeProofGenerator (CiMPG),
which makes proof scores a formal (rather than semi-formal) proof technique.

Each subgoal in a CiMPA proof extends the original CafeOBJ module with the assumptions (and the corresponding
fresh constants needed to define them) generated due to induction and case splitting. In the same way, each open-close
environment consists of a module extended with fresh constants and equations. Hence, it should be possible to relate,
up to substitution, both of them and discharge the corresponding subgoal using reduction, possibly using first an
implication with a substitution extracted from the open-close environment.
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In addition to using induction at the beginning and, possibly, the theorem of constants, the CiMPG algorithm needs
to build the sequence of case splittings. In order to generate this sequence it must compute (i) the kind of case splitting
applied and (ii) the order in which the case splittings are applied. The details of the algorithm are complex and are
described in detail in [115].

If CiMPG is successful, a formal proof for the theorems is obtained; otherwise, it points out those subgoals whose
proof could not be generated, which helps users to find errors in proof scores. In this way the user can keep using proof
scores, taking advantage of its flexible nature, while leaving the verification of the proof to CiIMPG.

In [116] the CafeInMaude Proof Generator and Fixer-Upper (CiMPG+F), a tool for generating complete CiMPA proof
scripts from incomplete proof scores, is presented. CIMPG+F follows a bounded depth-first strategy for applying cases
splitting to subgoals until they are discharged or the bound is reached. The candidates for case splitting are, roughly
speaking, chosen by reducing at the metalevel the subgoals and picking those terms that were not be reduced even

though they were not built by using constructor functions.

6.3 Invariant Proof Score Generator

Using CafeInMaude, another tool called Invariant Proof Score Generator (IPSG) [133] has been implemented, which
can automate the proof score writing process. Precisely, given a CafeOB] formal specification, invariant properties
formalizing the properties of interest together with an auxiliary lemma collection, IPSG can generate the proof scores
verifying those properties.

Returning to the Qlock example introduced in Section 6.1, to prove the two properties inv1 and inv2, we use the
following script:
ipsgopen QLOCK .

inv inv1(S:Sys, I:Pid, J:Pid) .

inv inv2(S:Sys, I:Pid) .

generate inv1(S:Sys, I:Pid, J:Pid) induction on S:Sys .

generate inv2(S:Sys, I:Pid) induction on S:Sys .
close
set-output proof-scores.cafe .

:save-proof .

Feeding this script into IPSG, the tool will generate the proof scores and save them to file “proof-scores. cafe”.
How proof scores are generated can be briefly summarized as follows. Starting from a collection of open-close

fragments, where each of them does not contain any equation and the most typical induction hypothesis instance is

used if it is an induction case, IPSG uses Maude metalevel functionalities to reduce the goal to its normal form. There

are three possible cases:

o The obtained result is true. The proof is simply discharged.

o The obtained result is false. IPSG then tries to discharge the associated case by finding a suitable lemma instance
based on the lemma collection provided by human users. The key idea is to enumerate all lemma instances
constructed from the terms existing in the current open-close fragment to check if it can discharge the proof.

e The obtained result is x, which is neither true nor false. A sub-term of x, let’s say x’, will be then chosen by
IPSG to split the current case associated with that open-close fragment into two sub-cases: one when x” holds
and the other when it does not. The same procedure is applied for each sub-case produced until either true or
false is returned for the reduction.
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Which sub-term x” is chosen at each step determines the order of case splittings, which is a significant factor affecting
the tool’s efficiency. Some heuristics techniques were implemented for choosing case splitting order. For each induction
case, the highest priority is given to those case splittings to reduce the effective condition of the associated transition to
either true or false. If term x contains a sub-term if ¢ then a else b endif, the sub-terms of the condition c are given
higher priority than others. In summary, IPSG can automatically conduct case splitting such that true or false is returned
for each sub-case. Human users, therefore, only need to concentrate on the most difficult task in interactive theorem
proving, i.e., to conjecture lemmas.

IPSG does not support case splitting based on sort constructors as CiMPA does. To confirm the soundness of the
proof scores produced by IPSG, CiMPG is first used to generate proof scripts from the proof scores, and the proof scripts
are executed with CIMPA. The finding lemma process may take time if a single lemma instance cannot discharge a case
but more than one lemma instance are needed.

Discussion. Among the challenges that proof scores face, two of them are due to their reliance in human involvement:
missing open-close environments and making use of strategies unsupported by the theory (e.g. using false as a premise,
which automatically discharges a goal). Using a theorem prover such as CiMPA (Section 6.2.1) solves these problems
but takes us out of the proof scores approach. CiMPG (Section 6.2.2) relates proof scores and theorem provers (CiMPA
in this case), so proof scores can be validated.

CiMPG+F (Section 6.2.2) and IPSG (Section 6.3) do not face these challenges, which are specific to proof scores, but
more general challenges: those faced by human users when producing a proof. In particular, they help finding case

splittings and when to use lemmas for discharging the current goal.

7 RELATED WORK

Several algebraic specification languages were developed from around-80’s through 2000’s, among which are as follows:
ACT ONE [42], CafeOBJ [35], CASL [9], HISP [53], Larch [73], Maude [26], OBJ2 [52], and OBJ3 [70]. OBJ2, OBJ3, CafeOBJ,
and Maude are members of the OBJ language family. Static data can be specified in OBJ2 and OBJ3, while dynamic
systems can be specified as well in CafeOBJ and Maude.

Larch provides the Larch Prover (LP) [58]. Guttag et al. write the following in the Larch book [73] about proving:

Proving is similar to programming: proofs are designed, coded, debugged, and (sometimes) documented.

This “proving as programming” concept is shared by proving by proof scores in OBJ languages. Although Larch and OBJ
languages are based on algebras, there are some differences. OBJ languages are pure-algebraic specification languages,
while Larch is not. OBJ languages adopt the complete set of rewrite rules proposed by Hsiang [82] for propositional
calculus, while Larch does not. Larch uses the Knuth-Bendix completion procedure, while OBJ languages do not. Note
that OBJ languages use a completion procedure to implement rewriting modulo associativity and/or commutativity,
adding some equations [65].

There are several formal verification tools for Maude. Among them are the Inductive Theorem Prover (ITP) [28]
(including its latest version, the nuITP [40]), the Constructor-based Inductive Theorem Prover (CITP) [56], the Maude
LTL model checker [43], the LTLRuLF model checker [11], and the Maude Invariant Analyzer Tool (InvA) [119], where
LTL stands for linear temporal logic and LTLRuLF stands for linear temporal logic of rewriting under localized fairness.
Meseguer and Bae [11] proposed a tandem of logics that is the pair (Lg, Lp) of logics, where Lg is the logic of
systems and Lp is the logic of properties. The tandems of logics for these five tools are (OSEL, OSEL), (CbOSEL, OSEL),
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(RWL,LTL), (RWL,LTLR), and (RWL, OSEL), respectively, where OSEL, CbOSEL, RWL, and LTLR stand for order-
sorted equational logic, constructor-based order-sorted equational logic, rewriting logic, and linear temporal logic of
rewriting, respectively. As indicated by the names, the first two tools are theorem provers, while the next two tools are
model checkers. The fifth one is a theorem prover.

CASL has a tool support called the Heterogeneous Tool Set (Hets) [104]. Hets deals with multiple different logics
seamlessly by treating translation from one logic to another (comorphisms) as a first-class citizen. Among the logics
supported by Hets are CoCASL (a coalgebraic extension of CASL), ModalCASL (an extension of CASL with multi-
modalities and term modalities) and Isabelle/HOL [108] (an interactive theorem prover for higher-order logic).

Although ITP, CITP, and InvA can automate theorem proving to some extent, human interaction with theorem
proving is mandatory. Thus, the tools are interactive theorem provers or proof assistants. Among the other proof
assistants are ACL2 [88], Coq[15], Isabelle/HOL [108], HOL4 [130], HOL Light [78], LEGO [96], NuPRL [85], Agda [18],
Lean [10, 106], and PVS [113]. The proof assistants have notable applications in industry as well as academia. One
distinguished case study conducted with ACL2 is a mechanically checked proof of the floating point division microcode
program used on the AMD5y 86 microprocessor [103]. The proof was constructed in three steps: (1) the divide microcode
was translated into a formal intermediate language, (2) a manually created proof was transliterated into a series of
formal assertions in ACL2, and (3) ACL2 certified the assertion that the quotient will always be correctly rounded to the
target precision. There are several recent verification case studies using ACL2. Hardin [77] used it to formally verify his
implementation of the Dancing Links optimization, an algorithm proposed by Knuth in his book The Art of Computer
Programming [89, Volume 4B] to provide efficient element removal and restoration for a doubly linked list data structure.
The data structure was implemented in the Restricted Algorithmic Rust (RAR), a subset of the Rust programming
language crafted in his prior work [76]. He then used his RAR toolchain to transpile (i.e., perform a source-to-source
translation) the RAR source into the Restricted Algorithmic C (RAC) [122]. The resulting RAC code was converted to
ACL2 by leveraging the RAC-to-ACL2 translator [122] and the formal verification was finally conducted. Gamboa et
al. [57] presented a tool that can suggest to ACL2 users additional hypotheses based on counterexamples generated
when the theorem under verification does not hold as expected with the aim of making the theorem become true.
Kumar et al. [93] formalized the GossipSub peer-to-peer network protocol popularly used in decentralized blockchain
platform, such as Ethereum 2.0, and verified its security properties.

Coq was used in the CompCert project [95] in which it has been formally verified that an optimizing C compiler
generates executable code from source programs such that the former behaves exactly as prescribed by the semantics
of the latter. Coq was also used to formally prove the famous four-color theorem [71]. Making good use of Coq, the Iris
separation logic framework [87] has emerged as an effective way to reason about concurrent programs in the context
of recent advances in compilers and computer processors. Jung et al. [86] used Iris to verify some concurrent data
structures where safety memory reclamation was taken into account, i.e., an unused memory block by a thread can be
safely freed with a guarantee that no other thread accesses such a freed memory block. Mével et al. [102] verified the
safety of a concurrent bounded queue with respect to a weak memory model, i.e., the compiler and/or processor can
reorder the load and store operations of a single thread to improve the overall performance as long as the reordering
does not affect the behavior of that thread. Iris was also applied in an industrial context where some data structures
used in Meta were verified [22, 134]. Some other recent studies used Coq to reason about probabilistic programs [3, 140],
smart contracts [7, 8, 107], and cryptographic protocols in the game-based model [80].

HOL4 and HOL Light are two members of the HOL theorem prover family. HOL4 is designed to be a high-performance,

feature-rich environment, and capable of handling sophisticated proofs and formalization problems. In contrast, HOL
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Light, which was mainly developed by John Harrison, focuses on simplicity and “minimalism.” While HOL4 offers an
extensive feature set and tools for interactive and automated theorem proving, HOL Light aims to provide a clean
and straightforward system for higher-order logic proofs, focusing on ease of use and conceptual clarity. The HOL
family provers and Isabelle/HOL have been used to verify the IEEE 754 floating-point standard [79] and the Kepler
Conjecture [75].

Some proof assistants allow the extraction of executable programs from their formal specifications. Agda supports
generating Haskell programs, while Coq supports generating OCaml and Scheme as well as Haskell programs. However,
the generated programs are functional, not imperative or concurrent. A technique for translating CafeOB] specifications
describing OTS to Java concurrent programs has been proposed [74], but human users need to write the program
manually. The technique only inserts some annotations into the specification to guide humans, who are assumed to
not understand the CafeOB]J specifications, to write corresponding Java programs. For example, an annotation can
let human user know that the associated code block should be run on a separate thread. Another study [128] has
proposed a method and tool for generating Java sequential programs from OTS/CafeOB] specifications. In summary, for
concurrent and distributed systems, there is still a gap between formal specifications used for formal verification and
the corresponding implementations. Verifying programs directly in their implementation languages like Java without
translating or specifying them in another formal specification language is a possible way to mitigate this gap. KeY [5]
makes it possible to do so, though only Java sequential programs are supported. The Java Modeling Language (JML) is
used to specify desired properties with preconditions, postconditions, and invariants of the program under verification.
Note that multithreading programs are not supported. KeYmaera X [47] is the hybrid version of KeY, designed for
verifying hybrid systems. Although some case studies have demonstrated that it is possible to verify hybrid systems
with the proof score approach [105, 112], the approach is not specifically designed for such systems.

Among formal methods along the line of one main stream are Z [137] and Event-B [1] in which stepwise refinement
plays the central role. These formal methods are equipped with proof assistants or environments in which formal proofs
related stepwise refinement are supported. For example, Z/EVES [123] is a proof assistant for Z, Rodin [2] is an open
toolset for modeling and reasoning in Event-B in which a proof assistant is available. Event-B can be also verified with
the ProB model checker [91], which is integrated into Rodin. Stepwise refinement or simulation-based verification
can be conducted for OTSs in CafeOB]J [111, 132], but such formal verification is not supported by CiMPA and CiMPG.
It is one possible direction to extend CiMPA and CiMPG so as to support stepwise refinement or simulation-based
verification for OTSs.

SAT/SMT solvers and SAT/SMT-based formal verification techniques/tools have been intensively studied because
they make it possible to automate formal verification experiments. Among SAT/SMT solvers are Z3 [31] and Yices [41].
The standard input format to SAT/SMT solvers is conjunctive normal form (CNF). Because CNF is not very user friendly,
many other tools/environments have been developed in which SAT/SMT solvers are used internally. Among such
tools/environments are Dafny [94], Symbolic Analysis Laboratory (SAL) [32] and Why? [46]. These tools/environments
have high-level specification languages in which systems are specified and user interfaces for formal verification used
by SAT/SMT solvers. Z3 is used by Dafny and Why?, while Yices is used by SAL and Why?. Why? also uses PVS,
Isabelle/HOL, Coq, and many other automated theorem provers, such as Vampire [92] and E prover [127].

SAT/SMT solvers have been integrated into or combined with some existing formal methods tools/environments.
ALC2 was extended with SMT solvers [114]. SMTCoq [44] is an open-source plugin for Coq that dispatches proof goals
to external SAT/SMT. When such solvers successfully prove a goal, they are supposed to return a proof witness, or

certificate, which is then used by SMTCoq to automatically reconstruct a proof of the goal within Coq. Barbosa et
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al. [13] recently extended SMTCoq with a newly interactive tactic called abduce. When the SMT solver fails to prove a
goal G valid under the given hypotheses H, instead of returning a counterexample, this new tactic exploits the abductive
capabilities of the CVC5 SMT solver [12] to produce some additional assumptions (formulas) that are consistent with
H and make G provable. Rocha et al. proposed rewriting modulo SMT [120] that is a combination of SMT solving,
rewriting modulo theories, such as associativity and commutativity, and model checking. Rewriting modulo SMT is
suited to model and analyze reachability properties of infinite-state open systems, such as cyber-physical systems.

Some recent work investigated the development of graphical user interfaces for the existing proof assistants, such as
those for Coq [38, 39] and those for Lean [10, 106]. Korkut [90] developed a web-based graphical proof assistant - Proof
Tree Builder, from which users can construct proofs for simple imperative programs based on Hoare logic [81]. Instead
of writing textual proof commands, users of those tools can perform gestural actions like click and drag-and-drop on
the graphical interface with terms representing, for example, the current goal, to construct the proof. The authors of
those studies argued that this can provide an intuitive and quick way of proof construction.

The proof score approach to formal verification is unique in that (1) proofs (or proof scores) are written in the same
language, CafeOB] in this paper, as the one for systems and property specification and (2) proof scores can be written
as programs and then are flexible as programs. However, proof scores are subject to human errors because proof scores
basically need to be written by human users as programs. To overcome this weakness, CIMPA and some other proof
assistants for CafeOBJ have been built, although these proof assistants dilute the merits of proof scores. To address
this issue, CiMPG has been developed. CiMPG overcomes the weakness of proof scores and also keeps the merits of
proof scores. One possible evolution of CiMPA and/or CiMPG is to integrate SAT/SMT solvers into them. This would
be feasible because rewriting modulo SMT is available in Maude. It is, however, necessary to consider how to use
SAT/SMT solvers in CiMPA and/or CiMPG so that the merits of proof scores can be enjoyed. Finally, the generate &
check method [49] extend the proof score methodology by combining reductions and searches, which gives hints for
future developments of the proof score technique.

Discussion: what features have contributed to the success of other tools? It is worth discussing why some
tools have been more widely adopted than proof scores. We will focus on Event-B, Isabelle/HOL, Coq, and Lean.

As we sketched above, Event-B focuses on refinements to gradually add details and functionality to systems. The
specifier starts with a very general system and introduces, step by step, improvements and components until the
behavior reaches the desired level. Proof obligations are generated for the first specifications and for every enrichment
step; automation is supported by tools like Rodin and ProB, introduced above. This process eases verification, as each
step should be easier to verify than the complete system. It is also relevant the effort made by the community around
the ABZ conference, which proposes case studies for specification and analysis in Event-B. The research in papers
like [98, 99] is illustrative of the discussion above: the case studies, the adaptive exterior light system for cars and the
model of a mechanical lung ventilator, were proposed in the ABZ conference (in the 2020 edition and 2024 edition,
respectively). Both were modeled and progressively refined, had their proof obligations discharged by using Rodin and
the model was validated by using the ProB model checker.

Coq and Lean are proof assistants based on the proposition-as-types paradigm of the calculus of inductive construc-
tions. Historically, Coq has been used for verifying a wide range of systems thanks to its expressive logic, its high
level of automation, and mature ecosystem, which includes plug-ins for Visual Studio, Emacs, and Vim. Recent studies
include specifications and proofs for systems as different as the Ethereum Virtual Machine [6] and the semantics of

quantum languages [129]. Lean, developed by Microsoft, inherits the philosophy of Coq. Although this theorem prover
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is not as mature as Coq yet, it has a very active community. It is also integrated with Visual Code and most of the
current efforts (e.g. [23, 24]) are focused on the mathlib library, an in-development unified library of mathematics.

Isabelle/HOL, possibly the most used higher-order logic theorem prover, has a number of advantages: (i) versatile user
interface, including integration with Visual Studio and even an online coding platform, Isabelle/Cloud [138]; (ii) powerful
automation by means of Sledgehammer [84], which tries to discharge automatically the current goal by invoking
automatic theorem provers; (iii) human-readable proof scripts, written using the Isar (Intelligible semi-automated
reasoning) language [83]; and (iv) a strong community and active development, being used nowadays for analyzing, for
example, memory access violations [4] and cyber-physical systems [139].

Why using proof scores? The discussion above showed some weak points of proof scores, mainly its lack of

advanced user interfaces, which has been also discussed in [118]. We also find inspiration for some issues:

e New protocols can be obtained from challenges like the ones proposed by others, including the ABZ conference.

o Software engineers do not proceed as researchers. Extending proof scores with features for refinement (already
explored in CafeOB], as discussed above) and producing easier, human-readable proof (like Isar) would make
proof scores more attractive and resolve (even if only partially) the need for experts

o Each proof starts from scratch, without libraries for easing proofs in certain contexts. Developing libraries and

making them public would attract new users and ease automatization, hence being a piece of future work.

Moreover, we can argue that proof scores equal, or even surpass, several of the aspects described above:

o A very expressive syntax, especially including the support for equational axioms, such as commutativity and
associativity.

o The operational semantics, as described in Section 3, are simple but very powerful.

o An efficient C++ implementation (for those Maude-based implementations, see Section 5.5).

o These three aspects together (expressive syntax, powerful and simple semantics, and efficient implementation)

make proof scores very convenient. On the one hand, because we use the same language for specifying and
proving, the more powerful is the language, the simpler the proof will be.
On the other hand, only a few languages can handle efficiently equational axioms. There exist translations from
Maude into Isabelle/HOL [29] and from Maude into Lean [121]. In both cases, the specifications and the proofs
are more verbose in the target language than in Maude and the axioms need to be used carefully by hand to
avoid infinite loops. This expressivity can be further improved by using symbolic analysis.

o The automation level reached by CiMPG+F (see Section 6.2.2) is comparable to Sledgehammer, as shown in [116].
Although future development should improve this tool, its current capabilities are state-of-the-art.

e The Maude-based implementations (see Section 5) support model checking of LTL formulas. The automatic
nature of the model checker makes it very adequate for software engineers, allowing them to prove properties
(e.g. safety properties, which are recurrent in industry) more easily. Moreover, CiIMPG (see Section 6.2.2) provides
a proven command [116] for asserting properties; connecting both tools is an interesting topic of future work.

e Although many proofs have been developed several years ago, recent advances in post-quantum protocols
have been done recently, as discussed in Section [118]. As discussed above, more modern challenges should be
achieved in order to attract new researchers, but these protocols prove that the proof score methodology is still

relevant nowadays.
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8 CONCLUSIONS

In this paper we have presented proof scores, a verification methodology that allows users to prove properties in systems
in a flexible way. We have first defined the theoretical framework and the different tools supporting the approach,
including those implementing novel features that ease the verification process. Then, we have analyzed the strong
points of the approach, illustrated in many case studies that have been successfully analyzed, but also the weak points
and open issues that should be addressed in order to make proof scores a widely used technique.

It is worth summarizing here how these open issues should be addressed. First, most modern systems provide an
IDE and hence it is worth providing graphical support for proof scores. In this sense, it should help the user for both
developing the specification and the proof. Because some of the latest CafeOB]J interpreters support interactive theorem
proving and it is able to relate it to proof scores it would be worth integrating a graphical representation of the proof,
so the user is aware of the remaining subgoals. Moreover, it would be nice to integrate graphical tools that help the
user to find the most appropriate case splittings, possibly showing different runs of a (non-deterministic) protocol and
presenting those terms that remain invariant and those that change.

Then, it is worth exploring how new Maude features can be used in theorem proving. First, it would be interesting
to analyze how symbolic analysis, using unification and narrowing, can be applied in proof scores. Moreover, the
latest Maude release supports meta-interpreters, which use Maude meta-level and work as a standard Maude terminal,
supporting execution of terms in different processes. Using these features, we could even use potentially non-terminating
computations in our proofs: they would be executed in a different process while the main proof continues by analyzing
other subgoals; if the analysis does not finish after some time (chosen by the user), then the computation can be stopped
and other analysis can be tried.

Regarding the properties that can be proven using proof scores, it is interesting to explore how to tackle liveness
properties. In this case we should consider using a co-algebraic approach (or hidden algebra or behavioral specifications),
because we need to have infinite sequences of states.

All these features should be applied to novel protocols, like quantum and blockchain protocols. Using proof scores for
proving properties for these systems will possibly lead to new techniques, illustrate its power, and set the foundations

for the future of proof scores.
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