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Outline

* Formal verification of post-quantum (PQ)
hybrid OpenPGP, where both PQ
cryptographic primitives and classical
cryptographic primitives are used

* Formal verification of PQ hybrid SSH, where
both PQ cryptographic primitives and classical
cryptographic primitives are used



Quantum Computers as Security Threats

* Anidea of quantum computers proposed by
Faynman, etc. early-80’s

* Google, etc. have been spending many resources
(money, humans, etc.) toward implementation of
large-scale quantum computers

* Shor invented the quantum algorithms that can
efficiently solve Integer Factorization and Discrete
Logarithm Problem in 1994.
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Quantum Computers as Security Threats

* Public-key encryption schemes, such as RSA,
currently used will become insecure and unsafe
when large-scale quantum computers are
available

* Cryptographic primitives, such as KEMs, resistant
to quantum computers are actively studied (in

the middle of selection of future standard ones
by NIST)

 Development of technologies that can be used to
guarantee that post-quantum cryptographic
protocols are really secure and safe is an urgent
research topic
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Quantum Computers as Security Threats

Quantum computing supposes a threat to security

Example problems

PSPACE <€ -nXn

- Box packing

- Map coloring

- Travelling salesman
n X n Sudoku

< - Graph isomorphism

- Factoring
- Discrete algorithm

Efficiently solved by
quantum computer

- Graph connectivity

- Testif number is a
prime

- Matchmaking

Efficiently solved by
classical computer

In computational complexity theory, bounded-error quantum polynomial time (BQP) is the
class of decision problems solvable by a quantum computer in polynomial time, with an error
probability of at most 1/3 for all instances. It is the quantum analogue to the complexity class

BPP. (from Wikipedia)
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Countermeasure
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Definition 3.1. A key encapsulation mechanism (KEM) is a tuple of algorithms (KeyGen, Encaps, Decaps) along with a

finite key space K:

e KeyGen() — (pk, sk): A probabilistic key generation algorithm that outputs a public key pk and a secret key sk.

e Encaps(pk) — (c, k): A probabilistic encapsulation algorithm that takes as input a public key pk, and outputs an

encapsulation (or ciphertext) ¢ and a shared secret k € K.

e Decaps(c, sk) — k: A (usually deterministic) decapsulation algorithm that takes as inputs a ciphertext ¢ and a

secret key sk, and outputs a shared secret k € K.
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Countermeasure

Key Encapsulation Mechanism (KEM)

 AKEM is a tuple of algorithms (keygen, encaps, decaps):

1.

(sk, pk) <- keygen(). a probabilistic function, outputs a public key pk
and a secret key sk

(K, C) <- encaps(pk). a probabilistic function, takes the public pk, and
outputs a ciphertext C and a shared secret key K

K <- decaps(sk,C): a deterministic function, takes the secret key sk, a
ciphertext C and outputs the shared secret key K

___________________________________________________________________________________

. (sk, pk) < keygen() pk

. K & decaps(sk, C) oC
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Tools & Techniques Used

* Observational Transition Systems (OTSs) — mathematical
model formalizing protocols

* CafeOBJ — proof score-based interactive theorem proving

« CafelnMaude — World’s 29 implementation of CafeOBlJ in

Maude, equipped with a proof assistant (CiMPA) and a proof
generator (CiMPG)

* |nvariant Proof Score Generator (IPSG) —automatically
generating proof scores for a formal specification nadf a
property specification (and lemmas).

Adrian Riesco Duong Dinh Tran



Formal Specification of PQ OpenPGP

* OpenPGP has been often used to secure
emails

* A post-quantum (PQ) version has been
proposed, where both classical and post-
guantum cryptographic primitives are used,
because the implementation of the latter may
not be matured enough, while the
implementation of the former has been
matured.
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Formal Specification of PQ OpenPGP
OpenPGP

* OpenPGP is an open standard of PGP (Pretty Good Privacy), the most
widely used email/file encryption standard.

* Alice sends the message to Bob:

hashing signing oncatenate symmetric encryption .
v - : i » | s Il Alice sends the
| : : l 5 encrypted data to Bob
aw message ----- M —| H [—{sign[—| || [—SIGN||M——senc[—Cr— || [>CillCa—7 |
T Cy
private l\.\[\ of Alice SkA | | |
(RSA key) fresh session key k . :
! SRCARNPEREES K —— > aenc [«—— PKg ... puhl]g key of Bob
chosen h'\ Alice i

asymmetric encryption



Fukuoka, September 29 — October 3, 2025 LAC 2025 11

Formal Specification of PQ OpenPGP
OpenPGP

* When Bob receives the message from Alice:

encrypted asymmetric
session key decryption : e
' public key of Alice
The encrypted data .
Bob received from Alice C, :
adec S pka
derived sesion KCY

s ) T o
IC] I Cz R — K SIGN l £)© """" successfully validation

Y
A . —>(:} """" failure validation

validate a signature

‘
<
¢
.
&

Y

encrypted the C,

signature content

\ 4
am

symmetric decryption



Fukuoka, September 29 — October 3, 2025 LAC 2025 12

Formal Specification of PQ OpenPGP

* PQ OpenPGP uses:

1. Elliptic Curve Diffie—Hellman (ECDH) + Module-lattice KEM (ML-KEM) for
hybrid key encapsulations

2. Edwards-curve Digital Signature Algorithm (EdDSA) + Module-lattice DSA (ML-
DSA) for hybrid digital signatures
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Formal Specification of PQ OpenPGP

Post-guantum exten5|on of OpenPGP

ECDH KEM key ML KEM public k
of the receiver of the receiver
1) Composite KEMs * y
ECDHK MLK
ML-KEM + ECDH KEM
KEM Encapsulation ----- ECDHK Encaps MLK- Encaps ----- KEM Encapsulation
for hybrid key /\ dharediane /\
encapsulations R ECDHK ECDHK“ MLK MLK .....
KeyCombmc(MLK“ I ECDHK“ I ECDHK II ECDHKPkB | . RN
MLK, | MLkaB) >>>>> a KeyCombine function
KEK ----- a derived key encryption key
symmetric encryption ----- senc(KEK,K) [—— K ----- a fresh session key
K|C ,,,,, dern encryption |
v

Cl1 = ECDHK_ || MLK_, || KC ----- concatenate data
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Formal Specification of PQ OpenPGP

Post-quantum extension of OpenPGP

2) Composite digital signatures ML-DSA + EdDSA
MUST successfully validate both signatures

EdDSA secret key
of the sender
hashing '

: concatenate
EdDSA g A
v - SIGN I
raw message -------- M —> H > EdDSA-Slgn _SIGNEdDSA_) H L EdDSA Il ... concatenate data
»ML-DSA-sign{—SIGNy psa
MI —I)‘\l\ \cw:‘l key ____... ML-DSAy ) signing
o the sende . C2 = senc(K,SIGNggpsa | ---- symmetric encryption
) K key > ' '

From the previous slide SIGNM1 -psa || M)

fresh session key

chosen by the sender
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Formal Specification of PQ OpenPGP

Modeling ML-KEM

* To specify a probabilistic function as a deterministic function in CafeOBlJ,
an argument is added as a random parameter.

* Original: keygen() -> (sk, pk)

* How to represent the mapping
between sk and pk?

» CafeOBlJ: keygen(sk) -> pk

A

O

=I

ceq mlk-decaps(C, K')

ceq (mlk—decaps(C, K*)

-vars K’ K2 K3 : MLK-SecretK .

vars PK’ . MLK-PublicK Long-term private key

vars C : MLK Cil)ll(!l‘ ’from a recipient ‘
op mlk—keygen : MLK SecretkK > MLK-PublicK {constr}
op mlk-encapsC : MLK PublicK MLK SecretK > MLK Cipher {constr}
op mlk-encapsK : MLK PublicK MLK Secretl —> MLK ShareS

op mlk decaps : MLK Cipher MLK SedihtK > MLK ShareS

op & : MLK SecretK MLK SqlketK > MLK ShareS {constr} |
eq mlk encapsK (PK’ K’) = (mlk gvtScclEphemera[ private key

(K’ & mlk-ge
if (mlk—get Efrom O‘ ‘senderﬂkeygen (K"))

(K' & K2')) = false
if not(K2’ = mlk—getSecret (C)) .

ceq (mlk—decaps(C, K') = (K2’ & K3’)) = false

if not(K'™ = K2") .
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Formal Specification of PQ OpenPGP

Protocol execution: Encrypt a message

1 |eq KEK(B,Mlk—SK2, Ecdhk—SK2) = kcombine ( 7

2 mlk—encapsK (MLK-PubK(B) , Mlk—SK2) ||

3 ecdhk—encapsK (ECDHK-PubK (B) ,Ecdhk-—SK2) || a KeyCombine

4 ecdhk—encapsC (ECDHK-PubK (B) ,Ecdhk—SK2) || p function to produce
5 ECDHK-PubK (B) | Key Encryption Key
6 mlk—encapsC (MLK-PubK (B) ,Mlk—SK2) |

7 MLK PubK (B)) . n

8 |eq C1(B,MIk—SK2,Ecdhk—SK2,K) = i

9 (ecdhk—encapsC (ECDHK-PubK (B) ,Ecdhk—SK2) || [ hybrid key

10 mlk—encapsC (MLK-PubK (B) ,Mlk—SK2) [ encapsulations

11 senc (KEK(B, Mlk-SK2, Ecdhk-SK2) ,K)) . N

12

13 |eq SIGN(A,M) = EdDSA-Sign (EdDSA-PriK(A) ,h(M)) || Y

14 MLDSA-Sign (MLDSA PriK (A) ,h(M)) | —
15 M signatures

16 |eq C2(A,M,K) = senc(K,SIGN(A,M)) . encrypted digital signatures
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Formal Specification of PQ OpenPGP

Protocol execution: Send a message

eq c—send (S, Ecdhk—SK2, Mlk—SK2 K)
(not (Ecdhk—SK2 \in usecret(S)) and
not (Mlk-SK2  \in usecret(S)) and
not (K \in usecret(S)))

ceq nw(send(S,A,B,M,K, Ecdhk—SK2, Mlk-—SK2) )
(msg(A,A,B, C1(B,MIlk—SK2, Ecdhk—SK2,K) ||
C2(A,M,K), time(S)), nw(S))
if c—send(S,Ecdhk—SK2, Mlk-SK2,K)

(K Ecdhk-SK2 Mlk-SK2 usecret (S))
if c—send(S,Ecdhk—SK2,Mlk-SK2,K)

ceq knl(send(S,A,B,M,K, Ecdhk—SK2, Mlk—SK2)
(C1(B,Mlk-SK2, Ecdhk—SK2,K) || C2(A,MK)
if c—send(S,Ecdhk—SK2, Mlk—SK2,K)

ceq time(send(S,A,B,M K, Ecdhk—SK2, Mlk—SK2) )
s(time(S)) if c—send(S,Ecdhk—SK2, Mlk-SK2, K)

)
||

ceq usecret (send(S,A,B,M,K, Ecdhk—SK2, Mlk-SK2))

knl(S))

—

an effectlve condition: none of the
three keys is in the set of used secrets

a message sentfrom Ato B
in the network

three keys just used are added in the set of
used secrets

the time when the message is sent

encrypted content in the
intruder’s knowledge

|
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Formal Specification of PQ OpenPGP

Threat intruder mode|

* A generic Dolev-Yao intruder who has the following capabilities:

B B WL o B D 1=

Intercept messages over the network and extract contents

Generate random components, such as the session key, etc.

Use available information to compute KEM ciphertexts, derive shared secrets, etc.
Apply any cryptographic primitive function to obtain useful information

Forge messages using available data

Compromise secrets, such as long-term private keys, etc.

Exploit quantum computing to break the security of traditional cryptography like
ECDH and EdDSA
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Formal Specification of PQ OpenPGP

Intruder specification

1 |op fkMsg : Sys Prin Prin ECDHK-Cipher MLK-Cipher Data Data

2 —> Sys {constr}

3 |op c—ftkMsg : Sys Prin Prin ECDHK-Cipher MLK-Cipher Data Data

4 —> Bool

o =

6 |eq c—fkMsg(S,A,B,Ecdhk—Ci,Mlk—Ci ,KC,C2) =

7 (Ecdhk—Ci \in knl(S) and encrypted data in the

3 Mlk—Ci \in knl(S) and — intruder’s knowledge

9 KC \in knl(S) and

10 C2 \in knl(S))

11 .

12 | ceq nw(fkMsg(S,A,B,Ecdhk—Ci,Mlk—Ci ,KC,C2)) =

13 (msg(intru ,A,B, Ecdhk—Ci || Mlk—Ci || KC || C2, }afal.(emessa.gefrom
14 time(S)) , nw(S)) if c—fkMsg(S,A,B,Ecdhk—Ci, Mlk—Ci ,KC,C2) . (RSB
15 |eq time (fkMsg(S,A,B,Ecdhk—Ci,Mlk—Ci,KC,C2)) = s(time(S)) . nletwork
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Formal Specification of PQ OpenPGP

Intruder specification

An intruder has the ECDH public key, then derives the ECDH private key
using a large quantum computer.

op intruBreakECDH : Sys Prin —> Sys {constr}
op c—intruBreakECDH : Sys Prin —> Bool

= Q0 DN

eq c—intruBreakECDH(S,A) (ECDHK-PubK (A) \in knl(S))

ceq knl(intruBreakECDH(S,A)) = (ecdhk—getSecret (ECDHK-PubK(A))
|| knl(S)) if c—intruBreakECDH (S ,A)

ceq intruBreakECDH(S,A) = S if not c—intruBreakECDH(S,A)

~J O O
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Formal Verification of PQ OpenPGP

Secrecy of session key

* A message sent from A to B,
* B derives KEK, then decrypts to get K

* Not in leak sources:

* The session key K
 ML-KEM shared secret by Decaps
 ML-KEM long-term private key

* Kis not in the intruder’s knowledge
* Proofs: Seven lemmas required
e Execution time: 1,8 seconds

1
2
3
4
i
O
T
8
9

10
11
12
13
14
15
16
17

op keySe : Sys Prin Prin Prin SessionKey MLK-Cipher ECDHK-Cipher
Data Data Nat —> Bool .

eq keySe(S,A2,A,B,K,Mlk-Ci,Ecdhk-Ci ,KC,C2,N2) =

(

not(A = intru or B = intru) and
msg(A2,A,B, Ecdhk-Ci || Mk-Ci || KC || C2, N2) \in ow(S) and
sdec (kcombine

mlk—decaps (Mk-Ci, MIK-PriK(B)) |
ecdhk—decaps (Eedhk—Ci, ECDHK-PriK(B)) ||
Ecdhk-Ci |
|
|

ECDHK-PubK (B)

Mlk-Ci

MIK-PubK(B) ), KC) =K and
not K \in leakscr(S) and
not mlk—decaps(Mlk-Ci, MUK-PriK(B)) \in leakscr(S) and

not (MIK-PriK(B) \in’ leakscr(S))
) implies (not K \in knl(S)) .
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Formal Verification of PQ OpenPGP

Forward secrecy of the session key

* Additional conditions:
* ML-KEM long-term private key
in leak sources
* Only leaked after the message
has been sent

* Proofs: Eight lemmas required
* Execution time: 2 seconds

1
2
}
1
)
b
7
8

9
10
11
12
13
14
15
16
17

op fwdSe : Sys Prin Prin Prin SessionKey MLK-Cipher ECDHK-Cipher
Data Data Nat
—> Bool .
3 |eq fwdSe(S,A2,A B, K, Mlk-Ci,Ecdhk-Ci KC,(2,N2) =
(
not(A = intru or B = intru) and

msg(A2,A,B, Ecdhk-Ci || Mk-Ci || KC || C2, N2) \in nw(S) and
sdec (kcombine

mlk-decaps (Mlk-Ci, MIK-PriK(B)) ||

ecdhk—decaps (Ecdhk—Ci, BCDHK-PriK(B)) ||

Ecdhk-Ci ||

ECDHK-PubK (B) ||

Mlk-Ci ||

MIK-PubK(B)), KC) =K and

not K \in leakscr(S) and

not mlk-decaps (Mk-Ci, MIK-PriK(B)) \in leakscr(S) and

(MLK-PriK(B) \in’ leakscr(S)) implies N2 < timeLeak(MLK-PriK(B), leakscr(S))
) implies (not K \in knl(S)) .
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Formal Verification of PQ OpenPGP

Authenticity

Additional conditions:
* B decrypts C2
* B verifies two digital signatures

A has indeed sent the message to B
Proofs: Five lemmas required
Execution time: 2,5 seconds

=] O U = QO b

o oo

10

12
13
14
15
16
17
18
19
20
21

op auth : Sys Prin Prin Prin RawMsg SessionKey MIK-Cipher ECDHK-
Cipher Data Data Data
Data Nat Nat — Bool .
eq auth(S,A2 A B,M,K, Mlk—Ci, Ecdhk—Ci ,KC,C2,5IGN1,SIGN2,N2,?T) =
(

not(A = intru or B = intru) and
msg(A2,A,B, Ecdhk-Ci || Mk-Ci || KC || C2, N2) \in nw(S) and
sdec (K,C2) = SIGNL || SIGN2 || M and
MIDSA-Verify (MLDSA-PubK(A), SIGN2, h(M)) and
EdDSA-Verify (EdDSA-PubK(A), SIGN1, h(M)) and

sdec (kcombine (
mlk—decaps (Mlk—Ci, MLK-PriK(B)) ||
ecdhk—decaps (Ecdhk—Ci, ECDHK-PriK(B)) ||
Ecdhk-Ci ||
ECDIHK-PubK (B) ||
MIk—Ci ||

MIK-PubK(B)), KC) =K and

not K \in leakscr(S) and
not mlk—decaps(MIk-Ci, MLK-PriK(B)) \in leakscr(S) and
not (MLK-PriK(B) \in’ leakscr(S))

) implies
(msg(A,A,B, Ecdhk—Ci || MIk-Ci || KC || C2, ?T) \in nw(S)) .
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Formal Verification of PQ OpenPGP

Experimental results

LAC 2025
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Category | Name Auxiliaries Case splitting | Time (ms)

Invariants | keySe (secrecy of session key) | inv{l, 2, 3, 8} 119 1,764
fwdSe (forward secrecy) mvi{l. 2 3, 7, 8} | 132 2,181
auth (authenticity) inv{6} 109 2,497

Lemmas | invl inv{8} 72 822
inv2 inv{4} 87 1,066
inv3 inv{l, 8, 9} 91 1,616
inv4 inv{l, 9} 76 892
invh inv{l, 9} 79 944
inv6 inv{3, 4, 5, 9} 157 8,409
inv7 no lemma 90 1,069
inv8 inv{9, 10} 80 944
inv9 inv{10} 87 1,071
inv10 no lemma 30 298
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Formal Verifica

Challenges

Understanding the protocol
Formalizing the protocol
Validating the specification

How to discharge a false case?
* Finding a conjecture lemma*
* Prove the lemma
 |f all true, then uses to prove

*A non-trivial task

LAC 2025

tion of PQ OpenPGP

open INV .
opa:->Prin.,
op a2 : -> Prin .
opb:->Prin .
op c2 : -> Data .
op ecdhk-ci : -> ECOHK-Cipher .
op ecdhk-sk2 > ECDHK-SecretK .
op k : => SessionKey .
op ke : -> Data .
op mlk=ci : -> MLK-Cipher .
op nlk-sk2 : -> MLK-Secretk .
op n2 : -> Nat .
oprl: =>Prin.
opr2: =»>Prin .
op r3 : => Rawlsg .
op rd4 : -> SessionKey .
op r5 : => ECDHK=SecretK .
opré: MLK-SecretX .
ops:=>Sys .,

eq (rd \in usecret(s)) = false ,
eq (r5 \in usecret(s)) = false ,

eq (r6 \in usecret!s)) = false .

eqa=rl,.

eqaz=rl.

eqb=r2.

eq (rl = intru) = false .

eq (r2 = intru) = false .

eq ¢2 = senc(rd, (EdDSA-Sign(EdDSA-PriK(rl), h(r3)) || MLDSA=Sign(MLDSA=-PriK(ri) h(r3)) || r3)) .

eq ecdhk-ci = ecdhk-encapsC{ecdhk-keygen(ECDHK-PriK(r2)),r5) .
eq ke = senc(kcombine(( (MLX=PriK(r2) & r6) || (ECDHK-PriK(r2) & r5) || ecdhk-encapsC(ecdhk-keygen(ECDHK=PriK(r2)),r5) ||
ecdhk-keygen(ECDHK-PriK(r2)) || mlk-encapsC(mlk-keygen(MLK-PriK(r2)),r6] || nlk-keygen(MLK-PriX(r2)))),rd
eqk=rd .

eq nlk=cl = nlk-encapsC(mlk-keygen (MLK-PriK(r2)),r6) .

eq time(s) = n2 .

eq (rd \in kalis)) = true .

eq (rd \in leakscr(s)) = false .

eq (NLK-PriK(r2) \in' leakscr(s)) = false

eq ((MLK=PriKir2) & r6) \in leakscr(s)) = false .

eq (nsg(rl,rl, r2, (ecdhk-encapsC(ecdhk-keygen (ECDHK-PriK(r2)),r5) || mik-encapsC(mik-keygen(MLK-PriK(r2)),r6) |

25

senc (kconbine! ((MLK-PriK(r2) & r6) ||

(ECOHK-PriK(r2) & r5) || ecdhk-encapsC{ecdhk-kevgen(ECDHK-PriK(r2}),r5) || ecdhk-keygen(ECOHK-PriK(r2)) || mlk-encapsC{mik-keygen NLK-PriK(r2)),r€) |

mik-keygen(MLK-PriK(r2)))),r4) || senc(rd, (EdDSA-Sign(EdDSA-PriK(rl), h(r3)) || MLDSA-Sign(MLDSA-Prik(r1),h(r3)
red invl(s,rd es (keySe(s,aZ,a, b, k,mik-cL, ecdnk-c1,nlk-sk2,ecdhk-sk2,kc,€2,n2) inplies
keySe(send(s,r1,r2,r3,r4,r5,r6),a2,a,b,k,mik-ci, ecdhk-ci, nlk-5k2,ecdhk-sk2, ke, €2,n2))

|| £3))),n2) \in nw(s))
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Formal Verification of PQ OpenPGP

eq (r4 \in usecret(s)) = false .-
eq (r5 \in usecret(s)) = false .

eq (r6 \in usecret(s)) = false .

eq (rl =intru) = false .

eq (r2 = intru) =false.
eq (r4 \in knl(s)) = true .
eq (r4 \in leakscr(s)) = false .

eq (MLK-PriK(r2) \in' leakscr(s)) = false .

eq ((MLK-PriK(r2) & r6) \in leakscr(s)) = false.
eq (msg(rl,ri,r2,...,n2) \in nw(s)) = false .

ra

Mg Conjecture lemma:

% rdin intruder’s knowledge =>
rd in used secrets
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Trong Binh Hoang: Formal specification and analysis of Post-quantum
OpenPGP protocol in CateOBJ, Master’s Thesis, JAIST, September,
2025.

Trong Binh Hoang, Duong Dinh Tran, Canh Minh Do and Kazuhiro
Ogata: Formal Specification and Analysis of Post-quantum OpenPGP
Protocol in CafeOBJ. 37th International Conference on Software
Engineering and Knowledge Engineering (SEKE25), KSI Research
Inc., pp.159-145, (2025)
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Formal Verification of PQ SSH

version exchange VERSION_EX C—S:
VERSION_EX S—C:
key exchange algorithms KEX_ALGR C—S:
KEX_ALGR S —C:
key exchange initiation =~ KEX_HBR_INIT C—S:
key exchange reply KEX_HBR_REPLY § — C:

Versione

Versiong

Suitesc

Suitesg

ECDHpg_., KEMpg,-

LKs, ECDHpk ., KEMcg, SIGN

Fig. 3. Messages exchanged in the PQ SSH protocol
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Formal Verification of PQ SSH

[ECDH shared secret} [KEM shared secret}

Ker Kpg
\

Shared secret
K = hash(Kct, || Kpg)

7

~

AN

Exchange hash
H = hash(Versionc || Versiong || Suitesc || Suitess || LK ||
ECDHpk,. || KEMpk,. || ECDHpk; || KEMcg || K)

~

N

Signature
SIGN = sign(LSKg, H)

Fig. 4. Exchange hash and signature calculation
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Formal Verification of PQ SSH

Step-1 A A— B : ECDHpk || KEMpk
Step-2 I learns ECDHpk || KEMpk
Step-3 I As — B: ECDHpk || KEMpk
Step-4 B B— Az: LKpg || ECDHpg, || KEMc || SIGN
Step-5 I learns LKp || ECDHpg, || KEMc || SIGN
Step-6 ) B— A : LKpg || ECDHpg, || KEMc || SIGN

where I denotes the intruder

Fig. 5. Counterexample of auth
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Formal Verification of PQ SSH

H = hash(Versionc || Versiong || Suitesc || Suitesg || LKg

|| ECDHpk - || KEMpk . [| ECDHpk; || KEMcg || K[| A ][ B)

——

Client and server identifications added
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Some future directions

A more generic intruder model that can be
used for formal verification of other PQ
security protocols

More case studies of PQ protocol formal
verification

Automatic/systematic lemma conjecture
Making IPSG more scalable



Some future directions

* Formal verification of quantum security
orotocols in which quantum cryptographic
orimitives, such as BB84, are used, including
an intruder model for it

* To this end, we need to comprehend quantum
circuits/protocols/programs better, for which
we have been working on formal verification
of quantum circuits/protocols/programs
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Some future directions

* The following Kaken project has been
accepted, where part of the future directions

are carried out:

Logical foundation and formal verification of
guantum-resistant security protocols
(Fostering Joint International Research)
2024 09-09 — 2028-03-31

Tsubasa Takagi
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Thank you for listening!
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