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Outline

• Formal verification of post-quantum (PQ) 
hybrid OpenPGP, where both PQ 
cryptographic primitives and  classical 
cryptographic primitives are used

• Formal verification of PQ hybrid SSH, where 
both PQ cryptographic primitives and  classical 
cryptographic primitives are used
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Quantum Computers as Security Threats
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• An idea of quantum computers proposed by 
Faynman, etc. early-80’s

• Google, etc. have been spending many resources 
(money, humans, etc.) toward implementation of 
large-scale quantum computers

• Shor invented the quantum algorithms that can 
efficiently solve Integer Factorization and Discrete 
Logarithm Problem in 1994.
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Quantum Computers as Security Threats
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• Public-key encryption schemes, such as RSA, 
currently used will become insecure and unsafe 
when large-scale quantum computers are 
available

• Cryptographic primitives, such as KEMs, resistant 
to quantum computers are actively studied (in 
the middle of selection of future standard ones 
by NIST)

• Development of technologies that can be used to 
guarantee that post-quantum cryptographic 
protocols are really secure and safe is an urgent 
research topic
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Quantum Computers as Security Threats
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In computational complexity theory, bounded-error quantum polynomial time (BQP) is the 
class of decision problems solvable by a quantum computer in polynomial time, with an error 
probability of at most 1/3 for all instances. It is the quantum analogue to the complexity class
BPP. （from Wikipedia）
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Countermeasure
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Countermeasure
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Tools & Techniques Used
• Observational Transition Systems (OTSs) – mathematical 

model formalizing protocols
• CafeOBJ – proof score-based interactive theorem proving
• CafeInMaude – World’s 2nd implementation of CafeOBJ in 

Maude, equipped with a proof assistant (CiMPA) and a proof 
generator (CiMPG) 

• Invariant Proof Score Generator (IPSG) –automatically 
generating proof scores for a formal specification nadf a 
property specification (and lemmas).
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Formal Specification of PQ OpenPGP

• OpenPGP has been often used to secure 
emails

• A post-quantum (PQ) version has been 
proposed, where both classical and post-
quantum cryptographic primitives are used, 
because the implementation of the latter may 
not be matured enough, while the 
implementation of the former has been 
matured.
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Formal Specification of PQ OpenPGP
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Formal Verification of PQ OpenPGP
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Formal Verification of PQ SSH
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Formal Verification of PQ SSH
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Formal Verification of PQ SSH
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Formal Verification of PQ SSH
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Client and server identifications added
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D.D. Tran, K. Ogata, S. Escobar, S. Akleylek, A. Otmani: Formal 
analysis of Post-Quantum Hybrid Key Exchange SSH Transport Layer 
Protocol, IEEE Access 12: 1672-1687 (2024)
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Some future directions

• A more generic intruder model that can be 
used for  formal verification of other PQ 
security protocols

• More case studies of PQ protocol formal 
verification

• Automatic/systematic lemma conjecture
• Making IPSG more scalable
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Some future directions

• Formal verification of quantum security 
protocols in which quantum cryptographic 
primitives, such as BB84, are used, including 
an intruder model for it

• To this end, we need to comprehend quantum 
circuits/protocols/programs better, for which 
we have been working on formal verification 
of quantum circuits/protocols/programs
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Some future directions

• The following Kaken project has been 
accepted, where part of the future directions 
are carried out:
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Logical foundation and formal verification of 
quantum-resistant security protocols
(Fostering Joint International Research)
2024-09-09 – 2028-03-31
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Thank you for listening!
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